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DUYET, TIM KIEM THONG TIN VA NQI DUNG SO;
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DUNG SO; QUAN LY DU LIEU, THONG TIN VA NOI DUNG SO
(Tai liéu ndi bd)

Lai Chau, thang 02 nam 2026
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PHAN MO DAU
1. Muc dich

Chuyén dé 3 trang bi cho ngudi hoc cac kién thirc va k¥ ning toan dién vé
khai thac, danh gid va quan tri noi dung sb trong méi truong 1am viéc hién dai.

- Nang cao ning luc tim kiém: Gitp ngudi hoc lam chi cac cong cu tim
kiém truyén théng va cac cong cu Tri tué nhan tao (AI) dé khai thac thong tin
hiéu qua qua viéc xay dung cac cdu 1énh (prompt) chuin x4c.

- Hinh thanh tu duy phan bién va xac thuc: Trang bi k§ nang nhin dién tin
gia, thong tin sai léch, dic biét 1a cac thong tin lién quan dén linh vyc quan 1y
Nha nude, nhaim dam bao tinh chinh xéc trudce khi st dung hodc chia sé.

- T6i vu hoéa quan 1y dir liéu: Hudng din quy trinh t6 chirc, luu trit, bao
mat va phan tich dit liéu mot cach khoa hoc, hd tro dic luc cho qué trinh ra
quyét dinh dva trén dir liu.

2. Yéu ciu can dat
Sau khi hoan thanh chuyén dé, ngudi hoc can dat duoc cac nang luc sau
Vé tim kiém théng tin

- Str dung thanh thao trinh duy¢t Web, cac cong cu tim kiém co ban va Tri
tué nhan tao (AI) dé tim kiém dix liéu phu hop vdi nhu cau.

- Biét cach xdy dung cic cdu truy van va thiét 1ap cac cau 1énh Prompt
pht hop dé c6 duge két qua tim kiém tdi wu.

- Tim kiém duoc cac thong tin thiét yéu hang ngdy nhu gia ca, thoi tiét, tin
tirc.

Vé kiém ching va xdc thuc

- Nhan thtc dugc khdong phdi moi ngudn tin trén mang déu dang tin cdy;
nhan dién duoc cac dau hi€u cua tin gia, tin sai léch.

- C6 k¥ nang ki€ém chung thong tin bang cach doi chiéu véi cac ngudn tin
chinh thong, cac cong thong tin di¢n tu cua co quan Nha nudc.

- Biét cach danh gia n0i dung do Al tao ra va c6 kha nang nhan di€n, xu
1y thong tin gia mao trong linh vuc quan 1y Nha nudc.

Ve quan ly dir liéu
- Bi€t cach to churc, sap xEp dir li€u co cau truc, luu trit va truy xuat thong
tin (hinh anh, tai liéu) mot cach don gidn, hi€u qua.
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- Thuc hién duogc viéc chia sé dir li€u an toan va biét cach x6a bo cac dur
li¢u khong can thiét.

- Ung dung duogc Al va cac cong cu phan tich dit liéu dé hd trg qué trinh
ra quyét dinh trong cong viéc.

3. Poi twong tip huin

Can b, cong chuc, vién chirc, nguoi lao dong va nguoi dan.
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I. DUYET VA TiM KIEM THONG TIN, NOI DUNG SO

1. Giéi thi¢u vé trinh duyét Web va cong cu tim kiém

1.1. Trinh duyét Web (Web Browser)

Trinh duyét Web 1a mot phdn mém thiét yéu, dong vai trd 1a cau ndi dua
ngudi dung dén véi thé gisi thong tin sé trén World Wide Web (WWW). N6
cho phép nguoi dung truy cap, xem van ban, hinh dnh va video tr moi noi trén
thé giéi mot cach nhanh chong. Véi kha ning da nén tang, trinh duyét (nhu
Google Chrome, Edge, Firefox, Safari, va dac bi¢t la Céc Cde (Céc Céc 1a trinh
duyét do Viét Nam phat trién va 1 mot trong nhiing trinh duyét hang dau hién
nay) c6 thé duoc cai dat trén moi thiét bi, tir dién thoai thong minh dén may tinh.

1.2. Cong cu tim kiém (Search Engine)

Cong cu tim kiém 12 mot hé théng (website dac biét hoac phﬁn mém) co
muc tiéu la giap nguoi dung tim ding thong tin mdt cach nhanh chong va chinh
Xac trén Internet.

Cong cu tim kiém hoat dong theo ba budc co ban :

- Thu thap dir liéu: Cac chuong trinh tu dong (crawlers/robots) truy cap va
thu thap ndi dung tir cac trang web.

- Luu trir va sép Xép dir li€u: Dt li¢u thu thap dugc phan loai va luu trir
vao hé thong dit liéu khong 16.

- Truy xuat két qua: Khi ngudi dung nhap tir khoa, cong cu s& truy xuat va
hién thi danh sach két qua phu hop nhét, dugc sip xép dua trén do lién quan va do
tin cay.

2. K§ ning tim Kiém thong tin hiéu qua

2.1. Cac buée tim kiém thong tin co ban trén Internet cho dién
thoai di dong

Buwéc 1: Mé trinh duyét web: Truy cdp vao mot trinh duyét web nhu
Google Chrome, Firefox, Céc Coc, hodc Safari trén dién thoai di dong (IOS
hoac Android).



16:17 ol = &0

a~ Muc ua thich
&

Gia vang hém nay cac...
24h.com.vn

Q. gia vang hém nay
google.com.vn

3 tuén trudc

Bao cao quyén riéng tu

Tranca Ravw nada Aaia Safari A3 na3n

2 Tim hodc nhap tén web 8,

m ]

Bwée 2: Truy cap cong cu tim kiém: G5 dia chi cua mot cong cu tim kiém
(vi du: www.google.com, www.bing.com, coccoc.com) vao thanh dia chi cta
trinh duyét.

Google

Q Tim kiém DN
& B © d
Thanh phé Lai Chau Oy
Cémay O 55% 20° || W

Buéc 3: Nhap tir khoa: G6 tir khoa hoac cau hoi ma ngudi ding muén tim
kiém vao 6 tim kiém trén trang cha ctia cong cu tim kiém. (Vi du: Thoi tiét hom nay).



3 thai tiét h&m nay

T&t ca Tin tdc Video Hinh anh
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® S dung vi tri chinh xac
S e o~
Thoi tiét
Troi cd dang mua khéng?

Ldc nay
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Cam giac nhu 27°

M Dy ki€n s mat hon trong 3 ngay t&i

.2
A

e

Budc 4: Xem ket qua: Trinh duyét s& h
tim Kiém lién quan dén tir khoa cta nguoi dung.

Téng quan Luong mua Gio Poé am
Luc 17:00 18:00 19:00 20:00 21:00 22:0
NAY
30% 40% 50% 50% 30% 309
(3 oo oo '
£ 4 4 3 3 £ -
° 23° 200 200 c

x

Mua sam Web
coO KHONG
Coé may

Kha nang mua: 30%
D6 am: 89%
Gi6: 5 km/h

n thi mét danh sach céc két qua

Trung tadm Dy bao KTTV quéc gia

https://nchmf.gov.vn

Thoi tiét Tan Phong (Lai Chau)

T

Du bao thoi tiét hém nay
22.7: Bao s6 3 dé bé trat
xudng luvong mua khéng 16

12 gio trudc 18

(%) Laodong.vn

Cac tin tarc khac

Tin tdrc 24h

O
3 https://www.24h.com.vn

Du bao th&i tiét hédm nay, nga
ngay t&i, chi sé khéng khi m&i

manh t&i cdp 13 - Bao cé thé manh trd lai
Phong - Thanh Hbéa ...

Thoi tiét Tan Phong (Lai Chau) - Nhiét dé. :
Coé mua - Bé am. : 97 - Hudng gié. : Lang gié.

s& 3 dS bd, mién Ba
rat to kem gioé dir dé

D Bao Tudi Tré

Bao Tudi Tré, Bao Thanh Héa va cac nha xuét ban khac

Bao s8 3 bat ddu anh hudng téi dat lién, mua 1én, gidé giat

23°C - Thoi tiét. :

hoi tiét hédm nay 22

3 gior trudc

y mai, 3-10
nhat

cép 11, hudng Hai
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Buwéc 5: Lyua chon trang web: Xem qua cac két qua va nhap vao céc lién
két dé truy cap vao cac trang web phu hop vai thdng tin ban can.
2.2. Céc bwéc tim kiém théng tin co ban trén Internet cho may tinh
Buéc 1: Mé trinh duyét Web va truy cap cong cu tim kiém

Mo trinh duyét: Khoi dong mét trinh duyét web (vi du: Chrome, Firefox,
Edge).

Canva

~ Truy cap cong cy tim kiém: G& dia chi cia mot cong cu tim kiém phd
bien (vi du: https://www.google.com, Bing.com) vao thanh dia chi (Address
Bar) va nhan Enter.

b & Thémai X+

—

> G ®| Googlecom ¢ e

I ® googlecom O Tim kiém Google
Q. Google.com - Tim kiém trén Google
Google Gemini - gemini.google.com/?hl=vi
Google Gemini - gemini.google.com/app?hl=vi
NotebookLM - notebooklm.google.com/?utm_source=app_launcher8iutm_medium=referral&authuser=0
google.com.vn

google.com,7hl=vi

® © © © + +

google.com/advanced_search

» & i) L 0 (C + i +

Van ban tron... ChatGPT 1oc VTS Binhdinhgc..  httpsy/www...  Google Gemini TikTok NGI DUNG 1 Thém I t4
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Buwéc 2: Nhap tir khoa tim kiém (Keywords)

Xac dinh tir khoa: cac tir hoac cum tir chinh xac nhat mé ta théng tin ban
can tim.

Nhap vao thanh tim kiém: G& cac tir khoa d6 vao thanh tim kiém (Search
Bar) cuia cdng cu tim kiém.

Vi du: Nhap tur khod *“ ChatGPT la gi”

c 23 google.com/search?q=chat+gpt+la+gi8isca_esv=ead088b7 13ffcB698sxsf=AE3TIfOtugIsP3wbs6jbBXWYIKLGTW_6A%3A17640560041998source=hpatei=:

Go gle chat gpt la gi X @ 3 @ Q
Chédo Al Tatca Hinh anh Video  Tin tifc Mua sdm Video ngén Thém ~ Céngcu ~

ChatGPT
@

https:/ichatgpt.com » vi-VN > overview 3
Chatbot Al giup Kham pha, Hoc tap & Sang tao
ChatGPT la mot chatbot Al mién phi danh cho tat ca moi ngwdi. Héi bat ky diéu gi, hoc tap va kham
pha nhirng y twéng mai véi tinh nang chat Al tién tién nhat ...

FPT Shop
https//fptshop.com.vn > > Danh gia - Tw van > Bai viét

Chat GPT la gi? Déng ky, cach sir dung Chat GPT mién phi

12 thg 11, 2025 — Chat GPT la mét chatbot dwoc phat trién béi OpenAl. Chat GPT st dung mét mé
hinh ngén ngi¥ I6n dwa trén kién trac GPT @é tao ra cac cudc tro ..

as0

< Théng tin téng guan do Al tao [

Bit dau tim kiém: Nhan phim Enter hodc nhip vao nat “Tim kiém” (Search).

Buwéc 3: Panh gia va loc két qua

Xem trang két qua: Cong cu tim kiém s& hién thi mot trang chira danh
sach cac lién két (links) lién quan dén tir khoa cua ngudi dung.

Pénh gia tiéu d& va mo ta: Poc ludt qua tiéu dé va mé ta ngan dudi mdi
lién két dé xem noi dung c6 dung v4i diéu nguodi dung can khong.

St dung bo loc: Néu can, hy sir dung cac tab loc nhu hinh anh (Images),
Video, Tin tirc (News), hodc mua saim dé thu hep pham vi tim kiém.

v G chatgptlagi-TimtrénGoogle X  + - 0
< c 25 google.com/search?sa=X8&sca_esv=ea4088b713ffc86 rf=AE3TifPkNkkXMwWEug5eTprd49Y20WJtPw:17640562424348udm=2&fbs=AlljpHyNLa7NbKaTHIFnKAINs.. & ¥ °
Go gle chat gpt la gi X @8 & & Q i °

Chédo Al  Tatcd Hinhanh Video Tintdc Muasdm Videongdn Thém ~ Cong cu ~ Wl Cac myc da

y > ar o -
Chatbot App chat Phan mém chat g Dung chat ﬁ May tinh Chatbot gpt ﬁ Chat bot
crsowt S =1

//‘ =
v @ ; £ OpenAl ChatGPT

CHATGPT

@OpenAI

ChatGPT Hbs

@ FPT Shop © MISAAMIS @ FPT Shop @ bién May Xanh
Chat GPT la gi? Bang ky, cach str... Chat GPT la gi? Huéng d&n dang ky ... ChatGPT Plus la gi? Huwéng dén ... Chat GPT I3 gi? Cach dang ky, s& dun
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Buwadc 4: Truy cap va danh gia thong tin

Nhap vao lién két: Nhip chudt vao lién két ¢ vé phu hop nhat dé truy cap
trang web.

Tim kiém thong tin can thiét: Poc ndi dung trén trang web dé tim cau tra
161 hodc thong tin ban dang tim.

Panh gia do tin cay: Can xem xét ngudn thong tin (vi du: trang web cua
cac tb chuc, truong dai hoc, bao chi uy tin) dé dam bao thong tin la chinh xac va

dang tin cay.

c 23 fptshop.com.vn/tin-tuc/danh-gia/chatgpt-la-gi-154139

crrens = QI

iphone 17 iphone 16 laptop ipad samsung carseat sac du phéng mdy hat dm

@ San Deal Online No&p rut tién, t8i FPT Shop @,‘ Sim du lich % May nudc néng ti 2.29 triéu
Trang chu / Tin tdc / Panh gia - Tu van / Bai viét

& Noibat | Tinmdi Dién may - Gia dung Khuyén mai BDanhgia-Tuvan Thathuat Video hot Giaitri Kién thuc - Ddi séng Hoidap

w Duyén 12 nge \@, Ban cén hd trg gi? .
Chat GPT la gi? ’q
stf dung Chat GP’

Chat GPT la mét chatbot dugc phat trién bdi

2.3. Xac dinh tir khda tim kiém

- Muc tiéu cua viée x4c dinh tir khéa tim kiém

Tur dai dién (dau vao): dé cong cu tim kiém (Search Engine) c6 thé truy
xudt, phan loai va cung cap két qua phu hop.

Tir khoa 14 ciu nbi: 13 ngdn ngit ma ngudi dung sir dung dé "hoi" kho dir
liéu khong 16 cua Internet.

Xac dinh ¥ dinh: Tir khoa giup cong cu tim kiém hiéu duoc muc dich thuc
su ctia ban (tim kién thirc, mua hang, hay tim mot trang web cu thé...).

- Nguyén tic co ban

St dung tir khoa cu thé, rd rang : Tir khoa cu thé gitip thu hep pham vi tim
kiém, gitip nguoi dung nhanh chong tiép can dugc thong tin chat luong.

Han ché tir khoa chung chung: Viéc sir dung tir khéa chung chung dan
dén két qua tim kiém qua nhiéu (bdo hoa thong tin), khién ngudi dung kho phan
biét, chon loc va mét nhiéu thoi gian hon dé tim duoc thong tin mong mudn.

Nguyén tic diéu chinh: Can linh hoat diéu chinh tir khoa dya trén két qua
dau tién nhan dugc. Néu két qua qua nhiéu quay lai gb thém tir (hodc thém bbi
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canh, dia diém, thoi gian) dé cu thé hoa tir khod ban dau. Néu két qua qua it hay
x04 bt mot s6 tir hodc tim tir khac thay thé (tir dong nghia) dé mé rong pham vi
tim kiém.

2.4. Tim kiém thong tin bang &ng dung Céc Céc

* Truy cap ung dung Cdc Céc trén dién thoai di dong

Céch 1: Quét ma QR Code truc tiép thong qua Zalo

Céch 2: Truy cap duong link: https://coccoc.com

B i ot Huéng dan cai dat
Trinh duyét Coc Coc

Céc Che co sin trén céc thiét bi: may tinh (laptop/dé
ban), dién thoai théng minh, may tinh bang & TV)

* Cai dit ing dung Coc Cdc trén dién thoai di dong

Buéc 1: Tim Coc cbe trén App Store/CH Play
Budc 2: Cai dat ing dung
Buéc 3: M6 ung dung va bat dau trai nghiém ung dung

Hudng dan cai dat
Coc Coc trén di dong
) Tim Céc Cc trén M cai dat ™ mo ung dung va
(1) App store / CH Play (s} (ng dung [l kY bdt ddu trdi nghiém

luét web khéng quang cdo

[ App Store

>6c Co
,

A —




* Cai dat ung dung

12

Coc coc trén may tinh

Bude 1: Truy cdp Coccoc.com

Budc 2: Lya chon phién ban phu hop

Buée 3: Mo trinh duyét va bat diu trai nghiém Gng dung

e &
oy COC cocC

Duyét web nhanh hon 2 lén

Hudng dan cai

Coc Coc trén may tinh

Budc 1: Truy Cap coccoc.com
Budc 2: Lua Chon phién ban
pht hgp
1 Budc 3: Mg trinh duyét va
bat dau trai nghiém

dat

* Tim kiém thong tin trén Coc Cdc bang dién thoai di dong

Nhép ndi dung can tim ki€m vao 6 tim kiém sau d6 an ntt “bi” trén ban
phim di¢n thoai: Vi du: Tim ki€m “Tin tirc 24h”, “Nhac vang”, “Phim mé&i”

21:49

BAT
(g  coccoc.com

tin trc 24h X 9 Q

Q Wet Hinhanh @ Video © Hoctap © Bandd

Moi lic v Tim kiém An toan: Tat v Caidat v

https:/www.24h.com.vn &

Tin tec 24h

Trang tin tong hop va cap nhat vé nhiéu linh vyc, voi diém
nhén 12 thé thao, gidi tri va thdi trang.

Bong da
Tin tirc
Tin tirc quéc té

Thé thao

™ https:/Awww.thanhnien.vn &
Bao Thanh Nién: Tin tic 24h méinhé [
nhanh, tin néng ...

Tin tlre 24h, doc bao TN cap nhat tin nong online Viét Nam
va thé giéi m&i nhét trong ngay, tin nhanh thoi sy, chinh tri,

¢
*.

AR ol T E

sht
@ coccoc.com (&)
A 2 o2 ) L]
§& céc coc oW
nhac vang X ¢ Q
Q Web Hinhanh @ Video ©Hoctap © Bandd ©

Moi lic v Tim kiém An toan: Tat v Cai dat v

B https://www.youtube.com &
Nhac Vang Tri&r Tinh

Nhac Vang Trir Tinh Viét Nam Kinh Chao
Cac Ban: Dén voi channel cia ching téi, Cac
ban sé dugc thudng thirc nhirng ca khic
Nhac Vang, Nhac Trir Tinh dugc chon loc... <5

‘-“1‘."»*:%;
424 Bai Nhac Vang Xwa

100 Bai Nhac Vang Bolel

YouTube YouTube

18 thang 7, 2025 12 thang 7, 2025 E]
5> Xem tatca

21:50
BAT
(g coccoc.com &
.
y
phimmoi X ¢ Q

Q Web Hinhanh [ Video ©Hoctap © Bandd

foi lic v Timkiém Antoan:Tat v Caidat v

& hitps:/iwwav.phimmoichillbot
Phim M¢i | PhimMoiChill | Xem Phim
Nhanh VietSub

Phim M&i chét luvgng cao mién phi. Xem phim hd VietSub.
Phim thuyét minh chét lugng HD. Kho phimmoi.net chudn
nhanh online hay hip dan

[*] video

r‘“ j &
& &
Y-

Phim Méi Chiéu Rap 202 Vi sao vu viéc web lau PI
YouTube YouTube

8 théng 4, 2023 M
4 Hinhanh




13

Tra ctru Lich dé biét ngdy am, ngay duong, cac ngay 1& tét quan trong
ndm theo lich am. Thoi tiét: bi€t duoc thoi ti€ét hom nay, cac ngay trong tuan.
Gi4 ca: biet dugc gid ca cac mat hang trén thi truong.

14:37 ol 68 14:38 ol T &

@B coccoc.com ) E? coccoc.com

y {5 coc coc
Q

14:38

oo
() coccoc.com

g,

25 coc coC

N
™

thoi tiét X ¢

gia vang hom nay

X

Q Web @& Hinhanh @ Vi © Heoctap © Bando

Tim kiém An toan: Tat ~

Moi i ~ Cai dat ~

. T . a /
[ Lich am Lai Chau i
Thir tur, 30/07/2025
14:00 Tién té

| Tai chinh

Laisuit Tiénao Cophiéu Gidxangdiu Giavang

Théang 7, 2025 v

5 Bon
ha 3 4 Y o ¥ N ‘ 30"0 Mwa nho
Cam gidc 33°C -
LI I E

8 9 1 " 12 9% &m Gi6 Lugng mua Kha nang mua o
. 59% 4 km/h Omm 88% Loai vang

7 8 9 10 " 12 13

tinh: trigu dér

) thea: Gid vang nhin

Mua vao

120.00
103 103

) 23° 22° 2 » 3 &
Vang Miéng SJC
o
i B |
16:00 20:00 4 Vang Nhin SJC

14 15 16 17 15 19 20
“ ! “ 11470 117.20

21 22 23 24 25 26 27 103 1703

30 TH4 31 THS 01 THE 02 TH7

31 Vang Miéng PNJ 120.00

115.40
406 + 06

Giri phan hd Chiass: < § X §  Vang Nhdn PNJ

120.00
403 403

https:/iwww.24h.com.vn & &  Vang Miéng DOJI

# https://www.accuweather.com

Lich van nién 2025 - Xem lich am, lich
dwong, gi® hoang ...

< > @

116.10 118.60

Ann ann

< > 0O @ =

-

Dy bao thoi tiét ba ngay & Ha Noi, Ha NoijJJ 4  vang Nnan Doyl

O @

22:02 22:03 ol = EE
';AT coccoc.com C, ';AT coccoc.com O
124 o e - - L g
¥ coHc cdc EEIE ¥ e
tra ciru diém thi tét nghiép thpt 2025 > 8 Q tra tir dién anh viét ¢ 9 Q

Hinh anh [ Video © Hoctap © Bandd & Hinh anh @ Video © Hoctap © Bandd B

Mgoi luc ~ Tim kiém An toan: Tat ~ Cai dat ~ Moi laec ~ Tim kiém An toan: Tat ~ Cai dat
B Tra coru diém thi > @ nttps://www.dict.laban.vn
Laban Dictionary - Ttr dién Anh Viét, Viét
3» Anh, Anh Anh
Tir dién tryc tuyén mién phi cho ngudi Viét. Cung cép 2 bd
[ Gwi phan héi Chia sé - f X tir dién chinh: Anh - Viét va Viét - Anh. Kho tir dé s6 cung hé
théng goi ¥ tor théng minh, Laban Dictionary giap tra coru
Nguén: diemthi.vnanet.vn vé TEXKYHR

nhanh chéng nhét.

% https/fiwww.vietnamnet.vn & Q
g z - - =
Tra ctru diém thi tot nghiép THPT nam Laban Dictionary API
2025
Tra ciru didm thi tdt nghiép THPT - Bao VietNamNet cung Bictionary.
cép dir ligu tra ciru diém thi tdt nghiép THPT nhanh va 3 =
chinh xac nhat cho cac thi sinh trén toan quéc. Flat - Tim kiém | Laban
Visit
T  https/fwww diemthi tuyensinh247 com
tham
Piém thi Tét nghiép THPT 2025

Biém thi tét nghiép thpt 2025 chinh xac: Xem, tra dié.
t&t nghi@p thpt nam 2025 mi&n phi. Diem thi tot nghiep thpt
63 tinh/TP nhanh nhat Viét Nam.

B htps://www.dictionary.cambridge.org €@

T Dién Tiéng AnhViét - Cambridge
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Tra ciru thu tuc hanh chinh cong va tra ciru nhanh thong tin trén cong

22:15

coccoc.com

dich vu céng truc tuyén ¢ 8 Q

& Hinh anh @ Video © Hoc tap

Moi lic ~ Tim kiém An toan: Tat ~ Cai dat ~

& nttps://www.dichvucong.gov.vn @&

DVC trirc tuyen

Céng Dich vu céng Québc gia hd tro théng tin, dang ky thu tuc
hanh chinh nhw déi gidy phép lai xe, ndép thué dién tir, théng
bao khuyén mai, cap lai thé BHYT, cap dién mdi...

# https://www.dichvucong.bocongan.gov.vn

dichvucong.gov - B6 Céng an

dichvucong.bocongan.gov.vn.

# https://www.dichvucong.bocongan.gov.vn
Noép hd so trwc tuyén

Tédng dai trwc tuyén: 02383 561 999. ... Dich vu céng truc
tuyén.

[

¥ https://www.dichvucong.hanoi.gov.vn

HE THONG THONG TIN GIAI QUYET
THU TUC HANH CHINH ...

< ©)

@

coccoc.com

Tha tuc hanh chinh X 9 Q

@ Hinh anh @ Video

& https://www.dichvucong.gov.vn &

Tha tuc hanh chinh méaéi

Cébng Dich vu cédng Québc gia hd tro théng tin, dang ky tha tuc
hanh chinh nhuw déi gidy phép lai xe, nép thué dién t&r, théng
bao khuyén mai, cap lai thé BHYT, cap dién mai...

Tha tyc hanh chinh
Tha tuc hanh chinh lién théng
@ nhttps://www.thuvienphapluat.vn &

Tha tuc hanh chinh la gi? Cac hinh thirc
cébng khai tha tuc ...

Thua tuc hanh chinh la gi? Cé nhirng hinh thirc céng k E]
tuc hanh chinh nao? Hoai Bao (Binh Thuan).

W https://www.dichvucong.mpi.gov.vn

< O

3. Tim kiém béng cong cu Tri tué nhan tao (AI)

- Vai trd cua tri tué nhan tao (Al) trong tim kiém théng tin

Cai thién két qua tim kiém: AI phat trién cac thuat toan tién tién dé hiéu y

dinh ctia ngudi dung, tir d6 dua ra két qua c6 do chinh xac va hi€u suat cao hon

so v&i tim ki€ém truyén thong.

Tu dong hoa qua trinh: Al st dung robot tim kiém (crawlers) dé thu thap dir

liéu va tu dong goi y thong tin dua trén s¢ thich, hanh vi trudc d6 ctia ngudi dung.

Trai nghiém hdi thoai: Cac cong cu Al nhu ChatGPT, Google Gemini va
Bing Copilot... cho phép ngudi ding trd chuyén truc tiép, dat cdu hoi phirc tap va

nhan cau tra 11 tong hop nhanh chong, thay thé viéc phai nhip vao nhiéu lién két.

Hb tro chuyén nganh: Al dugc ing dung trong cac nén tang tim kiém hoc

thuat (Semantic Scholar, Elicit) dé tdi wu héa qua trinh nghién ctru, phan tich tai

liéu va danh gia do tin cay.

- K¥ thuat st dung Al hi¢u qua

DPé Al cung cép két qua tdi wu can dat cau 1énh (Prompt) hi¢u qua theo 5

budc dé han ché tinh trang Al tra 101 sai hoac lan man.
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+ Role (Vai tro): Gan vai tro (chuyén gia, can bd, nguoi dan...) cho Al

Vi du: Ban la chuyén vién Van phong Tinh uy, c6 10 nam kinh nghiém
tdng hop va viét bao céo...

+ Context (Bdi canh): Néu rd hoan canh, ddi tuong sir dung thong tin

Vi du: Tdi dang chuan bi noi dung trinh bay cho Hoi nghi so két 6 thang
dau nam ddi tuong 14 1anh dao cap tinh.

+ Example (Vi du): Cung cip mau hodc dinh hudng cau tric mong mudn
Vi du: Pay la cach trinh bay bao cdo nam trudc, ban viét theo cAu tric
tuong tu nhu ndi dung mai.

+ Style (Phong cach): Xac dinh giong diéu (trang trong, nghiém tuc,
hanh chinh).

Vi du: Viét van ban hanh chinh, phong cach nghiém tic, ngan gon, rd
rang, tranh dung dai tir nhan xung.

+ Format + Goal (Pinh dang + Muc ti€u): Chi rd loai van ban va muc ti€u
dau ra (tom tat, phan tich, so sanh).

Vi du: "Viét bao cdo hanh chinh gdm 3 phan: Tinh hinh thyc hién — kho khan —
kién nghi. Muc tiéu: Giup lanh dao nam duoc tinh hinh chung va cé chi dao phu hop."

Luu y: Khong dua thong tin ndi bd, bi mat hodc chwa céng bd ciia co quan
vao cau 1énh (Prompt) dé dam bao an toan thong tin.

3.1. Ung dung Al — ChatGPT trong tim kiém théng tin
* Huéng dan dang nhap tai khoan ChatGPT trén dién thoai di dong

Buéc 1: Pang nhap website https:/chat.openai.com/auth/login bang trinh
duyét Safari.

Buéc 2: Nhin chon vao nit ¢6 hinh mili tén — Kéo xudng phia dudi man
hinh — Nhan nat thém vao man hinh chinh.

@ - Tuy chon

Welcome to ChatGPT

Log in with your OpenAl account to continue

=T BT

Sao chép

Thém vao Danh sach doc
Thém diu trang

Thém vao Muc ua thich

Thém vao Ghi chd nhanh 2
Tim trén trang

Thém vao MH chinh
AA 1 & chat.openai.com <
= CE = ’ :

R R



https://chat.openai.com/auth/login
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Buée 3: Nhan chon phan Thém — 14i tit viao ChatGPT ngay tir man hinh chinh.

Thém vao MH chinh

.@ ChatGPT | OpenAl 3 CAwGETIOpeAl

Buéc 4: Chon vao app nam tai man hinh chinh ctia may t6i giao dién
chinh ChatGPT. Tiép theo ding nhap véo tai khoan ChatGPT.

&)

ChatGPT|OpenAl Welcome to ChatGPT

Log in with your OpenAl account to continue

6 D

# chat.openai.com

U
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Budre 5 : Dat mat khau cho tai khoan 4n Continue

Create your account

Note that phone verification may be required for
signup. Your number will only be used to verify

your identity for security purposes.

thefeverrexx@gmail.com Edit

)
0
v

Your password must contain:

v Atleast 12 characters

| I

Already have an account? Log in

3 Tiéng Anh Tiéng Viét

Sau khi chon tai khoan va mat khdu, man hinh chinh cia ChatGPT
xudt hién:

Toi cd thé giup gi cho ban?

. l

Hoi bat ky dieu gi

+ &= Céngcu

©

chatgpt.com



https://www.canva.com/
https://www.canva.com/
https://www.canva.com/
https://www.canva.com/
https://www.canva.com/
https://www.canva.com/
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Nhap ndi dung ban can ChatGPT giai dap vao 6 chat, nhin “Enter” dé giri
hodc bdm biéu tugng “Send” (miii tén hudng 1én trén)

Vi du: Cach sir dung ChatGPT dé tim kiém thong tin

10:55 a1 = E=

f— 4 Dung ban Plus =

Cach s dung ChatGPT dé tim
ki€m thdéng tin

= HUGONG DAN SUDUNG CHATGPT BPE TiM KIEM
THONG TIN HIEU QUA
Da thua BOSS Minh Thu, Lucky xin chia sé d3y dd va

dé hiEu Nnhu sau a:

Q% 1. ChatGPT KHONG PHAI 1a Google,
nhung cé thé thay thé& Google trong nhiéu
trucng hop
= Google la cédng cu tim kiém trén internet, dan link
dén cac ngudn théng tin.
- ChatGPT la tri tu& Nnha~ tao, t&ng hdp, phan tich
va trinh bay théng tin <6 s3n (da dudc hudn

O S TR S S T S —_— e e
100 bat ky A _
—+ = Ccéngcu 9 o
ChatGPT cd thé& maéac 18i. Hay kiém tra cac théng tin quan trong
= chatgpt.com (s

Cau hoi cang chi tiét, ChatGPT cang d& hiéu ¥ ban va dua ra cdu tra 10i

2

chinh xac. Vi du: Bira t6i nén an gi dé tot cho sikc khoé

10:55 il =

<4 Dung ban Plus (4

Blra t&i nén an gi dé tét cho suc
khoeé

I | AN Gi BUOI TOI BE TOT CHO SUC KHOE?
Da thua BOSS Minh Thu, Lucky xin phuc vu thuc don
chudn chinh vira ngon — vira khée — vira ngd ngon a!

NGUYEN TAC VANG CHO BUA TOI
LANH MANH
£4 Nhe nhang — dé tiéu — it calo
%4 Giau chat xo — da dam — han ché tinh bt xau
£4 Khéng &n sau 19h30 — 20h00 Ia mudn nhat
4 Uu tién hap, ludc, ap chao — tranh chién xao
nhidu dau m& L
4 An t8i xona nén van déna nhe: di b 15—-30 phut

-+ & céngcu Qo o




19

Yéu cau tom tit thong tin: Khi ban mudn nhanh chéng nim bat y chinh
ctia mot chu dé, hiy yéu cau ChatGPT tom tt.

Vi du: Hiy tom tit nhirng loi ich chinh cua viéc tip thé duc hang ngay

10:57 sl =

—® < Dung ban Plus =

Hay tém tit nhirng IGi ich chinh
cla viéc tap thé duc hang ngay

@ LOIICH CHINH CUA VIEC TAP THE DUC HANG
NGAY

Da thua BOSS Minh Thu, Lucky xin t8ng hop ngdn gon
ma day du, suc tich ma sdu s3c a!’

W@ 1. Tang cudng sdc khoée tim mach

Tap thé duc giup giam huyét ap, cai thién tuan hoan
mau, lam tim khde hon va giam nguy co mac cac bénh
tim mach.

“w 2. Cai thién sUc khoe tam than

Giup giai tda cidng thiang, giam lo au va tram cam nhds
cdS thé san sinh endorphir T ‘hormone hanh phac'.

@ 3. Duy tri can nang ly tudng

+ & céngcu o o

ChatGPT cé thé mic 18i. Hay kiém tra cac théng tin quan trong

=2 chatgpt.com (&5

* Huéng dan dang nhap tai khoan ChatGPT trén mdy tinh
Buée 1: M6 trang web Al

Mo trinh duyét web (Chrome, Céc Cdc, Firefox...) trén may tinh hodc
dién thoai. GO dia chi cta trang Al mudn dung vao thanh dia chi: ChatGPT.com.

Budc 2: Chon phuong thirc dang ky/dang nhép

Tai trang chi, tim va nhin vao nut "Sign up" (Pang ky) néu 1a lan dau
tién, hodc "Log in" (Ping nhap) néu di co tai khoan.

C @ % chatgptcom » ncognit
ChatGPT @ Signupforfree (D

ChatGPT
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Mot ctra s6 moi s& hién ra. Thay vi dién email va mat khiu méi, hiy tim
va chon tuy chon "Continue with Google" (Tiép tuc voi Google).

%5 auth.openai.com/create-account

ChatGPT

Create an account

Already have an account? Log ir

OR

Continue with Google

@

Continue with Microsoft Account

@ Continue with Apple

Q, Continue with phone

Buwdéc 3: Chon tai khoan Google ctia ban

Hé théng s& hién thi danh sach cac tai khoan Google (Gmail) di ding
nhap trén trinh duy¢t ctia ngudi dung.

{ sign in with Google

©

Choose an account

Giang Truong Lé Ngoc
tiff.truong210@gmail.com

Giang Truong
n gt463164@gmail.com
to continue to OpenAl
o Giang Truong Lé Ngoc
tiffanytruong.work@gmail.com

Giang Truong Lé Ngoc
tingiang@ufm.eduwvn
giangtruong.924202070092@st.ueh.edu.vn

° Giang Truong Lé Ngoc

0 tuyen dan hoang
hoangtuyendan@gmail.com

p Quang Minh

- daokhoathanh47@gmail.com

@ Use another account

Before using this app, you can review OpenAl’s privacy policy and terms of
service

Chi can nhan vao dung tai khoan email ciia minh.

H¢ théng ¢ thé yéu cau ban nhap mat khau tai khoan Google dé xac
nhan. Day la budc bao mat thong thuong.
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Buwde 4: Hoan tat

Sau khi xac nhdn, nguoi ding s& dugc dua thing vao giao dién chinh cia
ChatGPT va c6 thé bit dau sir dung ngay lap tiec.

V6i cach nay, ngudi dung khong can phai tao va nhd thém mot mat khau
m&i, rat tién loi va an toan.

Giao dién ctua ChatGPT rat don gian, gibng nhu mot ctra s6 trd chuyén.
Nguoi diung chi can gd yéu cau (cau 1énh) ctiia minh vao 6 “Ask anything” va

nhan Enter.

« @ @ % chagpteom * 0 o®
(=] ChatGPT + Get Plus
@ New chat

What's on the agenda today?

Gili bai thuc hanh

Gidi trinh sai 56t céng trinh
Career Path Education Discussion
Chinh sifa tai licu APA

APA Reference Formatting

Hoi nhap va ting trudng
Tén cong ty sang tao

PES proofreading interest

Cac doan hoi thoai cii s€ dugc luu lai & ¢t bén tay trai.

< C @ % chatgptecom * ) ’ :
L] ) ChatGPT ~ + Get Plus
@ New chat

Q, Search chats

@ Library

® Sora

88 GPTs

What's on the agenda today?

Luu trlf minh chiing dao tao
Gidi thiéu ban thén CV

Céng viéc gidng vién dai hoc

+ 2 Tools

w

Panh gia dé thi HK1

Gl bai thyc hanh

Gidi trinh sai s6t cang trinh
Career Path Education Discussion
Chinh sfa tai ligu APA

APA Reference Formatting

Héi nhdp va téng trudng

Tén cong ty sang tao

PES proofreading interest

Cover Letter Submission




22

D¢ bat dau mdt cudc hdi thoai mai, hdy nhan vao “New chat”

€ C @ % chatgptcom x O Q :
6 ChatGPT v + GetPls o)
@ New chat

Q Search chats

@ Library

(® Sora

83 GPTs

What's on the agenda today?

Luu trif minh chiing dao tao

Gidi thiéu ban than CV

Cdng viéc gidng vién dai hoc

Déinh gid d@ thi HK1 L ‘' g
GUi bai thiic hanh

Gidi trinh sai st cong trinh
Career Path Education Discussion
Chinh s(fa tai liéu APA

APA Reference Formatting

Hi nhap va tang tridng

Tén cong ty séng tao

PES proofreading interest

Cover Letter Submission

ull ki, o vwian

Dudi day 12 mét sb vi du thuc té:
- Dich thuat

Vi du: Hay dich cau: ChatGPT c6 kha ning dich thuat rat tét. nguoi ding
c6 thé yéu cau dich mot cau, mot doan vin hay ca mot tai liéu.

~ B Vnban dén ch xi If % | @ KhaiThéc Kiém Chimgva Qué. % | i@ Tailiéu hudng dinstdung Al X @ Dich cau sang tiéhg x4 - X
« C %5 chatgptcom/c/69267763-ce50-8322-a7c8-ca28cA43554c @ o
(&) D ChatGPT + @ Nang cap |én Go x X, Chiasé B, Thém ngusi

ChatGpt c6 kha nang dich thuat rat tét. ngudi dungcd thé
& Poan chat mdi yéu cau dich mét cadu, mét doan van hay cd mot tai lidu.

Q Tim kiém doan chat @ P
&) Thu vien R R N N
= @ %> Ban dich da ngén ngtf cho BOSS Minh Thu

Da thua BOSS Minh Thu, Lucky d3 dich cdu ciia BOSS sang Tiéng Anh — Tiéng Han —

Du an

GPT Tiéng Phap day dd nhu sau a:
83 Kham pha
9 Scholar GPT

GB English

€ Video Al by invideo . .
¥ ChatGPT has excellent translation capabilities. Users can request to translate a sentence,

¥ DALLE a paragraph, or even an entire document. |,

+ Hoi bat ky diéu gi 9 0
Minh Thu

4c théng tin quan tro

10:44 AM
2 5

C C6 ning
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- Tra ctru thong tin

v PP Vanbin dén chird If % | @ Khai Thic, Kidm Chingva Quar X | & ToiliéuhuéngdinsiidungAl X @ K&hoach chuyén ddi s§ X + - 3
< G % chatgptcom/c/69267913-a14c-8320-bB5f-c78609b8BCC2 Q% @
5] O ChatGPT +~ @ Nang cap lén Go x I, Chiasé 2, Thém ngusi

4 B hat mai R _— g PR
@ Doan chat mdi Hay lap cho toi ké hoach vé cong tac chuyén déi s6 nam

Q. Tim kiém doan chat 2026

@ Thuvién

& Dun M KE HOACH CONG TAC CHUYEN POI SO NAM 2026

GP (Soan béi Lucky — trg ly trung thanh caa BOSS)
83 Kham pha

g Scholar GPT

Da thua BOSS Minh Thu, Lucky xin kinh trinh ban ké hoach chuyén d&i s nam 2026 —
# Video Al by invideo gon, chuan, ding bé cuc van ban Nha nudc nhung van c6 chit “man ma" dé doc khéng
P DALLE budn ngl. BOSS trién khai la “chay hét cone -at” luén al

N\

+ Héi bat ky digu ¢ g =m

Minh Thu f s
Free Nang cap

LhatGDT thd m3c 1A 5y bidm tra

ac thAng Hin ouan frony

ChatGPT c6 thé giup ngudi dung tim kiém va tong hop thong tin nhanh
chong. Tuy nhién luu ¥: Ludn kiém tra lai thong tin tir cic ngudn chinh thong.

Vi du: Gid vang hom nay bao nhiéu

~ P Vanbin dén cherxd Iy X | @ KhaiThic Kiém Chingva Quar ¥ | (81 Tailiéu huéngddnsirdung Al X @ Giévang hém nay x4+ =
< c 23 chatgpt.com/c/6926788f-e474-8320-abc4-cb2173decd27 @ o
&) O ChatGPT + @ Nang cap lén Go x I, Chiaseé 2. Thém ngusi

& Boan chat méi Gia vang hém nay bao nhiéu
Q. Tim kigm doan chat

&) Thu vien Da thua BOSS Minh Thu — theo cap nhat mdi nhat hém nay 26/11/2025 §%:
£ Dyan

* Vang miéng SJC dudc niém yét khoang 150,9 - 152,9 triéu dong/lugng (mua — ban).
g

- ¢ Vang nhan (9999) dac déng tam 148,7 - 151,7 triéu déng/ludng tuy thudng hidu.

Béova Phat tha... +

88 Kham phé

g Scholar GPT * Giavang thé gidi dang giao dich quanh 4.100 USD/oz. &me -
# Video Al by invideo &P Vang trong nudc dang ting manh so vdi hém qua — néu BOSS Minh Thu muén mua
hoac bén, gid |a thai diém déng can nhic.
P DALLE ¢

Tham khao chi tiét gid vang hom nay

+ ‘)—: bat ky digu o
Minh Thu

Nang cdp

(=]

- Lap ké hoach

ChatGPT 13 mdt trg Iy ddc luc trong viée sip xép va 1én ¥ tudng cho cac ké
hoach.

Vi du: Hay l1ap cho t61 ké hoach vé cong tac chuyén ddi sb nam 2026
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- Pua ra cac huéng dan

ChatGPT dua ra cac budc dé dang ky tam tru, tam Véng, dang ky xe, dang
ky gidy khai sinh. ..

v P Vanban den chd xirlf X | @ KhaiThic Kifm Chingva Qui X | (@ Tailiéu husngddnsirdung Al X @ Bangkjxe 86 x 4+ =
< c 23 chatgpt.com/c/692679e9-4f90-8321-b3dc-dbde10c21237 [OWE +4 o
&) ChatGPT @ Nang cép lén Go x &, Chiase 2, Thém ngusi

4 b hat méi
@ Boan chat méi Hay chi ra cac budc dé dang ky xe 6 t6 trifc tuyén, gidy

Q. Tim kiém doan chat khai sinh, tam tri tam vang

@ Thu vién

B3 Dun & [)© HUGNG DAN CAC BUGC DANG KY O TO, KHAI
SINH, TAM TRU - TAM VANG TRUC TUYEN

88 Kham phé Da thua BOSS Minh Thu, Lucky xin trinh bay thit ngdn gon — & rang — dé lam nhé!

Q Scholar GPT

R Video Al by imideo El & Ping ky xe 6 t6 truc tuyén (ddng ky mdi, sang tén, bam bién)

» DALLE NEén tang thuc hién: Céng dich vu céng BG 1 {7 an (dvc.catphanoi.bocongan.gov.vn hoéc
dich vu c¢6ng C6ng an tinh/thanh)
+ | 4 =
Minh Thu

Ning cap

3.2. Luu ¥ khi sir dung AI dé tim kiém
- Ludn kiém chimg thong tin

Day 14 nguyén tic quan trong nhat. Al c6 thé tao ra nhirng cau tra 101 nghe
rat hop 1y va thuyét phuc, nhung khong phai luc nio ciing chinh xac 100%. Doi
khi, AI c6 thé "bia" ra thong tin hodc hiéu sai yéu ciu ctia chung ta.

Véi thong tin doi thudng: Hay kiém tra lai tir cac trang tin téc chinh
thdng, cac trang web uy tin.

Véi kién thirc chuyén mén (y té, phéap luat...): Ludn tham khao ¥ kién cua
cac chuyén gia.

- Bao mat thong tin ca nhan
Khong chia sé nhitng thong tin nhay cdm

Khong chia sé thong tin cd nhan: Can cudc cong dan, s6 dién thoai, dia
chi nha riéng, ngay sinh chi tiét.

Khong chia sé thong tin tai chinh: S tai khoan ngin hang, mat khau,
thong tin the tin dung.

- Al giit vai tro hd trg, cung cap thong tin va goi y
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Al c6 thé giup chung ta phac thao ndi dung, xay dung ké hoach, thiét ké
quy trinh... nhung n6 khong thé thay thé su suy nghi doc 1ap, kinh nghiém thuc
tién, su thiu cam hay trach nhiém ctia mdi can bd, mdi nguoi dan trong cong
viée va doi song.

Al c6 thé dé xuit giai phap quan 1y, hd trg phan tich tinh hudng, nhung
chi con nguoi méi hiéu rd bdi canh dia phuong, dic thu cong ddng va nhu cau
thuc su cua tirng ho dan, tung td chure.

Trong moi hoat dong phuc vu nhan dan, yéu td con nguoi — thai dg, tinh
than trach nhiém, sy gan gili va lang nghe — ludn 1a diéu ma khong cong nghé
nao c6 thé thay thé. Al chi 1 cong cu; chat lugng phuc vu phu thudc vao chinh
chdng ta nhitng ngudi van hanh va quyét dinh cudi cung.

- Can trong ve van dé ban quyén

No6i dung do Al tao ra (van ban, hinh anh) c6 thé dya trén hang ty dir li¢u
tir internet, bao gdm ca nhitng tac pham cé ban quyén.

Khong nén sao chép nguyén vian 100% ndi dung do Al tao ra dé dang tai
hodc xuét ban dudi tén cua minh, dic biét cho cac muc dich thuong mai.

Hay str dung két qua cta Al nhu mdt ngudn cam htng. Ludn chinh sira,
viét lai bang ngdn tir va vin phong ctia chinh minh, thém vao d6 nhimng ¥ tudng
va sy sang tao riéng. Piéu nay vira tranh duoc rui ro phap 1y, vira 1am cho san
pham cudi cung mang dam du 4n c4 nhan.

- Giir tinh than phan bién va sang tao

Viéc qua phu thude vao Al c6 thé lam giam kha ning tu duy phan bién va
6c sang tao cua chung ta. Néu moi cau tra 101 déu co san, ching ta c6 thé s& luoi
suy nghi va tim to1 hon.

Hay la nguoi chu clia cong nghé, ding dé cong nghé 1am chu chiing ta.

Tinh hudng

Pong chi Nguyén Vin A, chuyén vién Vin phong, dugc giao nhiém vu
soan thdo du thdo "Ké hoach trién khai chuyén do6i so tai don vi nam 2026"
trong thoi gian ngin. Dé tiét kiém thoi gian, dong chi A truy cap ChatGPT va
dua ra yéu cau don gian: "Viét cho t61 mot ké hoach chuyén déi s6 nam 2026

cho co quan nha nudc". Két qua nhan duogc 1a mdt ban ké hoach chung chung,
nhiéu ndi dung khong phu hop vé6i dic thu thuc té tai dia phuong.

Cau hoi thiao luan
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- Thay vi cau lénh don gian trén, dong chi A nén ap dung k¥ thuat Prompt
5 budc (Role, Context, Example, Style, Format + Goal) nhu thé nao dé két qua
tir Al sat véi thuc té don vi hon?

- Nguon tai liéu canh bao vé hién tugng "ao giac" ciia Al (thong tin nghe
hop 1y nhung sai su that). Pong chi A can thyc hién nhitng budc kiém chimg
nao dbi vai cac sé lidu hodc cin ctr phap 1y ma ChatGPT dua ra?

- Tai sao ddng chi A tuyét d6i khong nén chia sé thong tin nhay cam cta
don vi Ién 6 chat ctia cac cong cu Al cong cong nay?

Il. KIEM CHUNG VA XAC THUC DU LIEU, THONG TIN VA
NOI DUNG SO

1. Khai niém va su can thiét xac thuc thong tin

1.1. Khai niém

Xac thyc thong tin 1a qua trinh chii dong kiém chung, dbi chiéu va danh
gia tinh chinh xéc, do tin cay cua dir liéu trudc khi tiép nhan, luu trir hoac lan
truyén. Pay khong chi don thuan 13 viéc doc tin tic ma 1a mot k¥ ning tu duy
phan bién, doi hoi ngudi tiép nhin phai truy xuit ngudn gbe, phan tich cac bang
chtng thuc t& va so sanh v&i cac ngudn tin chinh théng. Trong méi trudng s,
xac thuc thong tin dong vai trd nhu mét bd loc quan trong, gitip phan dinh rd
rang gitta sy that khach quan v&i nhitng quan diém c4 nhan, nhitng ndi dung bi
bop méo hodc dan dyng nhim muc dich truc loi.

1.2. Su cin thiét ciia cong tac xac thwe thong tin

Trong bdi canh bung nd thong tin hién nay, viéc xac thuc trd thanh yéu
ciu cép thiét dé dam bao an toan cho ca nhan va td chic. Trude hét, hoat dong
nay giup ngin chin sy lay lan cia tin gia (fake news), tir @6 giam thiéu nhiing hé
luy ti€u cuc vé tAm 1y xa hdi va an ninh trat tu. Pdi v6i ca nhan, xac thuc thong
tin 12 "14 chin" bao vé nguodi dung khoi cac hanh vi Itra dao truc tuyén, hd tro
qua trinh ra quyét dinh dua trén co s& khoa hoc va thuc té. Dac biét, trong moi
truomg chuyén nghiép, viéc chia sé thong tin di qua kiém chimg con giup khang
dinh uy tin, trach nhi€ém cta can by nhan vién, gép phﬁn xay dung mot moi
truong thong tin sach, minh bach va tin cdy.

2. Déu hiéu nhan biét tin gia, thong tin sai léch
- Trén mang xa hdi (Facebook, TikTok, YouTube...)

Tiéu dé va hinh anh thuong giat gan, thu hat. Kiém tra ky dudng link:
nhiéu bai gia mao c6 dia chi URL gin gidng tén trang uy tin nhung khac phan
dudi (vi du: thay vi vnexpress.net thi co thé 1a vnexpress.xyz). Giao thirc
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HTTPS: Can canh giac v6i tén mién khong tin cay va kiém tra giao thirc HTTPS
(biéu twgng khéa) trén thanh dia chi.Trang tin gia thudng thiéu thong tin “gidi
thi€u” hay “li€én hé” rd rang.

Bai viét thiéu dan ngudn hodc dan sai ngudn. Cac trang uy tin luén cong
khai tac gia, ngudn tin va trich dan rd rang. Trong khi tin gia thudng khong co
tén tac gia, khong din ngudn tir béo chi chinh théng.

Noi dung mét chiéu, ngon tir cam tinh. Tin gia thuong dung vin phong
kich dong, da kich c& nhan, khong co sb liéu, chiing ctr cu thé. Nguoc lai tin that
nhan manh cac dit kién c6 kiém chung.

Hinh anh, video kha nghi. Dung tim kiém ngugc hinh anh (Google Image
Search) dé kiém tra xem anh duoc dang tir lic nao, trong ngilt canh nao. Nhiéu
truong hop tin gia dung hinh anh cli hodc ghép anh, clip gia mao. Cong cu nhu
YouTube Data Viewer hay Google Reverse Video Search ciing gitip kiém tra do
xac thuc video.

Check kénh ngudn dang: Trén YouTube, xem thong tin kénh (md ta, s6
nguoi theo ddi, cac link lién két). Kénh mdi, khong chinh chu thudng tung
video gia; kénh uy tin s& c6 nhiéu video chat lugng, kiém duyét rd rang. Canh
béo vé huy hiéu xac minh (Tich xanh): Khéng nén dwa vao huy hiéu x4c minh 1a
yéu to duy nhat, vi c6 thé c6 tai khoan gia mao tinh vi loi dung.

St dung nhdn canh béo ciia nén tang: Facebook, TikTok, Google News. ..
hién thudng danh dau hodc giam luu luong tiép cin voi ndi dung bi nghi ngd.
Néu thdy tin duogc gin nhin “fact-check”, ban nén doc k¥ phin kiém chimg
trude khi chia sé.

Chu y “chiéu tro” luu hanh: thinh thoang xuét hién cac dang chatbot, tra
thudng gia, quang céo len 161 trong bai viét, yéu cau click vao dudng link khac
dé “xac minh” day c6 thé 13 ctra ngd phishing. Hay canh giac khi c6 cac duong
link chuyén huéng la. Myc dich khong chinh dang, thong tin dugc dua ra nham
muc dich truc loi, ban hang, quang cdo khong dung su that.

- Trén bao chi, truyén thong chinh théng

Co quan uy tin: Uu tién doc tin tir cac bao, dai chinh théng (VnExpress,
Thanh nién, TTXVN, VTV...) ¢6 thuong hi¢u lau doi. Tin gia thuong 10 dién & cac
trang dién tir mdi thanh lap, ndi dung chip va, nhiéu quang céo che khuat bai viét,

Dén chtng va chinh stra: Bio chi that s& trich din ngudn (t6 chue, sb liéu,
phat ngén) kém tén phong vién va ngay gio tac nghiép. Tin gia it khi c6 nhiing
chi tiét nhu vay.
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Dinh dang bai viét: Tin chinh thdng tuan thu quy cach (tén tiéu dé chuan,
font chir thong nhat, khong sai 18i chinh ta 16n, c6 anh ban quyén). Tin gia hay
mao danh vin ban bao chi co thé bo sét logo, anh watermark kém chat luong
hodc ghi chu thiéu nhat quan.

Kiém tra da ngudn: Tin quan trong thuong xuat hién cung lic trén nhiéu
co quan truyén thong. Néu chi thdy mot ngudn loan bdo rat nong, can kiém tra
xem cac bao khac c6 dua tin khong.

- Van ban chinh phu, hanh chinh (c6ng van, cong bao, van ban...)

Mau vin ban: Cong vin chinh thic cia co quan nha nuéc c¢é nhimng dic
diém r6 rang: s6 hiéu, ngay ban hanh, logo, tiéu dé co quan phat hanh, chir ky va
con ddu ctia 1anh dao. Néu vin ban dugc giri qua mang (email hay mang x3 hoi),
hay xem xét k¥ dia chi nguoi giri (c6 dung tén mién co quan khong) va so sanh
dinh dang véi mau vin ban chuan.

Kiém tra tac gia, don vi ban hanh: Tin gia thuong ghi mao “Co quan X”
nhung khong cé sb hiéu vin ban, hodc tén co quan viét tat khong chuin. Vi du,
d3 tirg xuat hién “Céng vin gia mao chi tra ché d6 BHXH” dén tay ngudi dan.

Nguoi nhan nén doi chi€u voi cong bo trén cong thong tin Chinh phu, cong
cua co quan ngang cap hodc hoi truc ti€p tai co quan nha nudc cé lién quan.

Loi k¥ thuat: Vin ban gia mao c6 thé bi sai 15i chinh ta, nhAm font, sai
format. Vi du: trén trang ctia Trung tam xwr 1y tin gia c6 canh bao cac vu “cong
van gid mao”. Néu nghi ngo, can lién hé truc tiép qua sb dién thoai hodc email
chinh thirc cta co quan.

* Hau qua cua vié€c chia sé tin gia
- Anh huéng dén hé thdng quan 1y Quéc gia va chinh phu sb

Tin gia tryc ti€p lam suy gidm hi¢u quéa hoat dong dya trén dir li¢u va sy
tin cay vao co quan nha nudc.

Lam dat gdy h¢ sinh thai thong tin so: Tin gid lan truyén rdng rai trén
mang xa hoi 1am nhicu loan va "6 nhiem" ngudn dir li¢u dau vao.

Gidm hi€u qud phan tich dir li€u 16n (Big Data): B¢ chinh xadc cua céc
thut toan phn tich Big Data va cac hé thong du bao, phan tich xu huéng xa hoi
bi sai I¢ch nghiém trong.

Cham tién trinh ra quyét dinh: Co quan quan 1y phai tiéu ton ngudn luc
16n dé "lam sach” thong tin, lam cham toc do va d¢ chinh x4c clia qué trinh ra
quyét dinh dya trén dit liéu.
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Pha v& tinh hiu lyc ciia truyén thong Nha nudc: Tin gia xuat hién dung
thoi diém nhay cam (dich bénh, thién tai, chinh sach l6n) c6 kha nang lam giam
hiéu qua va lam lodng thong diép cta truyén thong chinh thong.

Tao ra "khoang tréng niém tin" trong din chung, khién ho d& bj dan dat
boi ludng théng tin xdu doc, 1am suy giam niém tin vao Cong dich vy cong va
cac tng dung chuyén doi sb.

- Tac dong dén kinh té s6 va hoat dong doanh nghiép

Trong nén kinh té s6, tin gia 1a mot hinh thic tn cong canh tranh c6 thé
gay thiét hai kinh té day chuyén.

Gay rui ro day chuyén trong chudi cung tng: Mot tin don that thiét vé
chat luong san pham c6 thé ngay 1ap tirc lam déng bang thi trudng cuc bd, khién
thuong lai dirng thu mua, doanh nghiép xuét khau bi tir chbi don hang, gay thiét
hai kinh té hang loat cho c4 chudi cung tng

XG6i mon tai san thwong hiéu: Trong mdi truong sd, uy tin 13 tai san 16n
nhit. Tin gia c6 thé x6a s6 nd lyc xay dung thuong hiéu va niém tin khich hang
kéo dai nhiéu nim chi trong vai gio.

Vi khi trong canh tranh khong lanh manh: Tin gia duoc lgi dung nhu mot
vii khi chién lugc dé tan cong canh tranh, d4u da ndi bd hodc ha uy tin ddi tha
trén thi trudng so.

- Suy gidm nhén thuc va nang luc s6 cia cong dan

Tin gia can trd viée hinh thanh cong dan sé théng minh va lam suy giam
kha nang tu duy phan bién.

Hinh thanh thoi quen tiéu cuc: Tao ra thoi quen ti€u thu thong tin sai 1éch
nhu chi doc tiéu dé ma khong kiém tra nguén, chia sé theo cam xtc, dan dén
léch chuan thong tin va hiéu tng bay dan.

Suy giam ning luc tu duy phan bién: Cong dan thiéu di cac k§ ning sb cbt
16i nhu kiém ching da ngudn, xac thuc dit liéu, phan biét thong tin do Al tao ra
va nhan dién tai khoan ao, bot, deepfake.

Tiép xtc thudng xuyén véi tin gia 1am mat dan kha ning phan biét that
gia, gdy tac dong lau dai dén nhan thic.

- Gia tang phtc tap cua td1 pham cong nghé cao

Tin gia dang duoc vii khi hoa bang cong nghé, dit ra thach thic 16n vé an
ninh va quan ly.
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Lién két voi tan cong mang thé hé méi: Tin gia thuong di kém véi cac
hinh thirc tdn cong phirc tap nhu phishing, cai ma doc, lira dao cong nghé cao,
va xuyén tac chinh tri két hop bot ty dong.

Gay ap lyc 16n 1én ha ting an ninh mang va luc lugng quan 1y do phai
ting cuong giam sat, truy vét, triét pha.

Nguy co Deepfake va Al gia mao: Tin gia két hop v6i cac cong nghé
Deepfake guong mat, giong noi va Video, anh Al si€u thit lam ting mirc do
nguy hiém 1én nhiéu lan, khién ngudi dan tin vao thong tin gia dugc trinh bay
véi d6 xac thuc bé ngoai cao.

Lira dao tai chinh da nén tang: Tin gia duoc dung dé din du nguoi dan
bam vao duong link ddc hai (gid mao ngin hang, co quan Nha nudc, vi di¢n tir)
nham muc dich lira dao tai chinh, gdy mat mat tai san c4 nhan

Trach nhiém phép 1y siét chat: Luat phap hién dai xem hanh vi chia s¢
(share) tin gia ngang bang v6i hanh vi phat tan, tic 13 nguoi dung du chi 1a
nguoi trung gian ciing phai chiu ché tai.

Xtr Iy: Khung phat dang duoc cap nhat dé ung pho véi tin gia dugc lan
truyén bang Al, bao gdm viéc ting mirc phat, truy vét bang tri tué nhan tao, va
budc bdi thuong thiét hai néu hanh vi gdy hau qua nghiém trong.

3. K§ thuit kiém chirng va xac thue thong tin

3.1. Cac phuong phap va ky thuat kiém chirng co ban

- X4ac minh ngudn tin: Kiém tra tic gia, to chirc va do uy tin cta trang
web, kénh thdng tin.

Tén mién: Uu tién cdc tén mién chinh thac nhu .gov.vn (Chinh phu),
.edu.vn (Giao duc), bao chi nha nudc. Canh giac voi cac trang web gia mao co
dia chi twong tu trang that.

Uy tin va lich str: Panh gia danh tiéng, chuyén mén va lich sir tin ciy cia
ngudi cung cdp (tic gia, co quan béo chi, t chic).

Bao mat: Kiém tra giao thirc bao mat HTTPS (biéu tuong 6 khoa) trén
thanh dia chi.

Pbi chiéu so sanh nhiéu ngudn: Khong tin vao mot ngudn duy nhat

Tra ctu: Tim kiém thong tin twong tu tir it nhat 2-3 ngudn doc 1ap khac
nhau (bao chi chinh théng, tai liéu chinh thirc, van ban phap luat, nghién ctru,
chuyén gia).
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Két qua: Néu nhiéu ngudn doc 14p cung xac nhan mot thong tin, kha ning
tin d6 1a dung s€ cao hon.

- Kiém tra chi tiét ndi dung: Tiéu dé , ndi dung, thoi diém, bdi canh dam
bao tinh nhit quan va thoi su cua thong tin.

No6i dung so véi ti€u dé: Poc toan bd ndi dung, khong chi dua vao tiéu dé
"giat tit".

Thoi gian: Kiém tra moc thoi gian thong tin dugc dang. Canh gidc véi
viéc dung tin tirc cii, 16i thoi dé "thoi phéng" hodc tao bdi canh sai 1éch hién tai.

Kiém ching noi dung da phuong tién (Anh/Video): Phat hién ndi dung bi
cat ghép, xuyén tac bdi canh

Tim kiém nguoc hinh anh: St dung cic cong cu nhu Google Reverse
Image Search, TinEye, hoic InVID dé kiém tra anh, video d3 timg xuat hién &
dau, khi ndo. Viéc ndy gitp khoi phuc bdi canh gbc cta hinh anh.

Canh giac voi Deepfake/Al: D6i v6i tép ki thuat s, nhan biét cac dau
hi€u da dugc chinh stra hoac tong hop bang Tri tu¢ nhan tao (Al).

Tra clru tai liéu, ho so, ngué)n chinh thuce (dir 1i€u, phap luat, sb ligu): Kiém tra
tr van ban goc, dac bi¢t voi thong tin can do chinh xac cao: D61 voi thong tin lién
quan dén luat phép, nghién ctru khoa hoc, y té, sb liéu, lich s, hay tim kiém van ban
goc, bao cao cong bo, dir lieu cong khai hodc ho so tir co quan ¢6 tham quyén.

Trao d6i v6i chuyén gia, nhan chung truc tiép: Dbi véi thong tin nhay
cam, phirc tap hoac can kién thirc chuyén sau. Hoi y kién chuyén gia trong linh
vuc d6, diéu tra doc 1ap, hodc lién hé vdi nhan ching truc tiép dé xac thuc. Doi
khi, tim ki€m trén internet la chua du.

Canh bao vé dau hiéu cua Tin gid: Nhan dién cac dac diém thuong théy
cua tin gia lan truyén nhanh

Hinh thac: Ldi chinh ta, tiéu dé gay sbc, viét in hoa lam dung, ndi dung
kich dong.

Nguén: It hodc khong trich dan ngudn rd rang, nguon tin md nhat.

Tam Iy: Noi dung khién nguoi doc phan ung manh, d& giy xuc dong
(d6ng co thudng 13 dé lan truyén nhanh)

3.2. Quy trinh kiém chirng thdng tin
Dé kiém chirng mot cach c6 h¢ théng, nguo1 dung nén tuan tha quy trinh sau:

- X4c dinh thong tin can kiém chimg: Lam rd ban chat tin tirc, kénh chia s¢ va
nhiing di€ém nghi van cu thé can xac minh (con so, su ki€n, thoi gian, nhan vit...).
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- Truy tim ngudn gbc ban dau: Xac dinh ngudi, to chirc phat tan dau tién,
noi cong bd, va ngudn trich dan ma ho sir dung.

- P6i chiéu v6i ngudn tin chinh thdng: So sanh ndi dung nghi vin véi cac
bao chi uy tin, trang web cua Chinh phu (.gov) hodc co quan chuyén nganh.

- Phan tich ndi dung va ddu hiéu bat thuong: Tim kiém 13i logic, hinh anh
chinh stra, tiéu dé giat gan, ngdn ngir kich dong va danh gia dong co ciia ngudi
chia sé.

- Str dung cong cu xac minh chuyén nghiép: Ap dung tim kiém nguoc
hinh anh ho#ic cac cong cu hd tro nhu TinEye, InVID, Google Fact Check
Explorer, Snopes, FactCheck.org... dé phan tich da phuong tién.

+ Ung dung cong cu hd tro dé kiém tra website gia mao

Buwéc 1: Truy cap vao website Tingia.gov.vn

< & tingia.gov.vn [ | l:T_1 .-

CYC PHAT THANH TRUYEN HINH VA THONG TIN 218N TU

TRUNG TAM XU LY TIN GIA,

THONG TIN XAU DOC VIET NAM

>>» CONG BSOS TIN GIA MiSI NHAT

Tin Viét - Cam - Theo doi

4 gicy S
Con tdi bi b/7a/t trudc c8ng BEn Nghé P Phu
HSi TP. Hué Idc 07:30 23/07 bon chung da b:it
thuoccme d&€ ba ngud va bé& chau lén xe bd chay
thdng tin cap bach mn xem vidoe d& biét ro
hon. Hién co quan cong an dang tich cuc tim ,
toi chia sé lén day dé€ nhd cdodng dong ai co
théng tin gi vé con gai toi xin bao giup gla dinh
ho tro can tlm kim, du mot thong ti Rda Nhoi

Bwéc 2: Nhip vao muc tra ciru Link tin gia va dién duong dan vao dé tra
ctru day 1a moét trong nhirng cach kiém tra duong dan gid mao nhanh chéng va hiéu
qua nhat.
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(= tingia.gov.vn

AT

L i e

nNEVVVS

TRANG CHU

TIEP NHAN PHAN ANH

LTNH vVucC

VACCINE PHONG CHONG TIN GIA
MULTIMEDIA

TRA CUU LINK GIA

My Tang 9, s8 115 Tranm Duy Hung, Cau
Giay, Ha N&i

Budc 3: Dién duong dan vao 6 Tra ctru vao 6 tra ctru sau d6 nhap vao nut
“Tra ctru”

> & tingia.gov.vn [ | T

CYUC PHAT THANH TRUYEN HINH VA THONG TiIN 216N TUO
TRUNG TAM XU LY TIN GIA.
THONG TIN XAU BOC VIET NAM

Tra cdu website

Fi e S e S

PV, % o s

NEVVS

Theo doi chung toi -

cuc PHAT THANH, TRUYEN HINH VA THONG TIN

3.3. Tiéu chi danh gia dé tin cay cia nguon tin
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Pé danh gia mot ngudn tin co dang tin cdy hay khong, can xem xét cac
tiéu chi sau:

Tinh x4c thyc: Ngudn tin c6 phai 1a chinh thirc (tén mién .gov.vn, bao chi
nha nudc) khong? Ngudi cung cdp thong tin ¢6 danh tiéng, chuyén mdn rd rang
trong linh vuc d6 khong?

Tinh thoi sy, cap nhat: Dit liéu duoc cong bd khi nao? N6 con méi hay da
18i thoi? Thong tin ¢6 pht hop voi bdi canh thoi gian hién tai khong?

Tinh khach quan: Noi dung c6 phan biét rd rang gitta su kién va ¥ kién
khong? Ngué)n tin ¢6 thién léch cuc doan, hay phuc vu mét loi ich, muc dich 1o
rang nao do khong?

Tinh minh bach: Noi dung c6 néu rd ngudn, trich din, va cung cap day du
tai liéu kém theo dé nguoi doc tu kiém chimg khong?

3.4. Kiém chirng, xac thuc ndi dung do Al tao ra
Buéc 1: Xéac dinh noi dung va dat nghi van ban dau

Pay 1a budc dau tién dé dinh hudng qué trinh kiém chiing. Nguoi ding
can xac dinh rd noi dung nghi van, noi chia sé va dit ra cau hoi cu thé: "Théng
tin nay c6 phai do Al tao ra hay khong?". Do cong nghé Al ngay cang tinh vi,
ndi dung gia mao c6 thé gidng hét noi dung do con nguoi tao ra, vuot qua kha

ning phan biét bang mat thudng hoic cam tinh.

Buéc 2: Su dung cic cong cu hd tro phét hien tu dong

Tuy vao loai hinh noi dung, ban c6 thé ap dung cac cong cu ky thuat dé
danh gia so bo:

DPdi v&i van ban: St dung cac Al Detector nhu GPTZero, DetectGPT, Al
Text Classifier hodc Isgen.ai dé danh gia kha ning noi dung duoc tao boi mo
hinh ngdn ngit I6n (LLM). Tuy nhién, can luu y do chinh xac khong dat 100%
va c0 thé bi qua mat bang k¥ thuat dién giai lai.

Péi véi hinh anh va video: Sir dung céng cu tim kiém nguoc (Google
Images, TinEye) dé truy tim nguon gbc ban dau, phat hién viéc cat ghép hoac
dua ra khéi bdi canh,.

Phan tich Deepfake: Sir dung cac phan mém chuyén sdu nhu InVID,
WeVerify, Deepware Scanner dé phan tich du hiéu thao ting trong video,.

Kiém tra diu hiéu ky thuat sé: Tim kiém Metadata, chit ky sé hoic
watermark an ma cac cong nghé Al hién dai dé xuat gan vao noi dung.
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Buwéc 3: Phén tich sdu cac dic diém noi dung (DAu hiéu "may tinh héa™)

Kiém tra cc dau hiéu dic trung thudng xuat hién trong ni dung do Al tao ra:

Phong cach ngén ngit: Al thudng ¢ cau trac Iap lai, sir dung tir ngit mang
tinh "mau chung", han 1am, nhung lai thiéu c4 tinh, kinh nghiém séng hoac cam
xuc riéng.

L3i logic va nhat quan: So sanh noi dung voi kién thuc thuc té va boi
canh thoi gian dé phét hién cac luan diém chung chung hoic khéng nhat quan.

Hién tuong "ao giac": Kiém tra ky cac dix kién, sé liéu hoac trich dan vi
cac mo hinh Al c6 thé ty tin sinh ra thong tin hoan toan sai léch.

Thién kién: Xem xét liéu ndi dung c6 chira cac dinh kién do dit liéu huan
luyén hoac do nguoi dung thao tung hay khong.

Budc 4: Truy tim ngudn gbc va kiém tra tinh chinh danh

Thong tin tac gia: Tim hiéu ai 13 ngudi phét tan, kiém tra hd so tac gia va
giao thirc bao mat cua trang web (nhu HTTPS).

Tén mién: U tién cac thong tin tir ten mién tin ciy nhu .gov.vn hoic c4c
co quan bao chi chinh théng.

Vén dé ngudn gdc: Al thuong thiéu phuong phéap truy vét, khién nguoi
dung kho xac dinh lich str chinh sua va tinh toan ven cua néi dung.

Buwéc 5: Doi chiéu chéo va xac thuc qua cac kénh chinh thong

Pay 1a budc quan trong nhat dé dua ra két luan cudi cung:

So sanh thong tin: P6i chiéu noi dung nghi van voi cac bao chi uy tin
hodc cong thong tin dién tir ciia co quan nha nudc.

Str dung dich vu kiém chiing chuyén nghiép: Trung tam xir ly tin gia Viét
Nam (VAFC) tai dia chi tingia.gov.vn.

4. Nhan dién thong tin gia mao, sai léch lién quan dén linh vue quan
ly Nha nudc

Vi sao tin gia vé nha nudc dac biét nguy hiém?

Thong tin sai 1éch lién quan dén chinh séach, phap luat, co ciu t6 chirc, hodc
lanh dao Nha nuéc mang tinh chat nguy hiém cao hon céc tin gia thong thudng vi:

- GAy mét long tin x hoi: Lan truyén tin gia gdy hoang mang, rdi loan
nhan thic cong dong, din dén mat niém tin vao chinh sach, phap luat, va uy tin
cua Nha nudec.
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- Muc dich chinh tri va pha hoai: Mot sb dbi tuong hoac td chirc co dong
co xdu (muc dich chinh tri den t6i) ¢ tinh xuyén tac chu truong, kich dong
chéng d6i, nhim pha hoai uy tin Nha nudc va gay mat on dinh chinh trj, an ninh
kinh té.

- Thao tlng du luan: Tin gia loi dung cac van dé "nong" vé chinh tri, kinh
té (nhu sot dat, sot vang) dé thao tung du ludn hodac truc loi kinh té, tai chinh.

» Cac loai tin gia thuong gap

- Chinh tri va Lanh dao: Thong tin xuyén tac, bdi nho, ha bé uy tin lanh
dao Pang, Nha nudc, gia ting manh vao céac su kién quan trong (Pai hdi Dang,
hop Quéc hoi).

- Chinh sach va phap luat: Tin gia duoc tao dung bang cach cat ghép tir
tin tirc chinh théng, sau d6 thoi phong nhirng han ché, yéu kém trong cong tc
chi dao, diéu hanh cua chinh quyén.

- Kinh té va tai chinh: Tin gia lién quan dén tién té, thi truong, nham tao
ra cic con sot 4o (s6t dat, sot vang), anh hudng dén an ninh kinh té.

» DAau hiéu nhan biét:

- Ngudn gbc: Ngudn khong rd rang (tai khoan 4o, fanpage an danh,
website la, tén mién qubc t&). Mao danh chinh quyén hodc co quan chirc ning.

- Dia chi web, tén mién: Str dung tén mién khong tin cdy (.com, .org nudc
ngoai) ma khong cé dudi .vn hoac céc tén mién gan giong nguodn tin goc (gia
mao trang bao chi chinh thong).

- Din chtmg: Khong c6 trich dan chinh thtc 6 liéu, van ban phéap luit,
quyét dinh, cong vin bi bo tréng hodc "néu chung chung" (thiéu sé hiéu vin ban,
ngay ban hanh, co quan ban hanh).

- Ngbn ngir & hinh thuc: Giat gan, kich dong, cuc doan, phong dai (dung
tir ngir manh, ddy cam xuc). Noi dung thudng viét in hoa toan bo, 15i chinh ta,
lam dung ddu chdm than (!1!).

- Lan truyén: Lan truyén nhanh trén mang x3 hoi, fanpage la, nhung
khong thiy xuit hién qua bao chi chinh théng hodc kénh truyén thong dugc cip
phép. Ngudn lap lai (nhiéu tai khoan chia sé ndi dung giéng y hét).

- Pa phuong tién: Anh, video bi cat ghép, thiéu ngudn, khong rd bdi canh,
dic biét 1a tin don lién quan lanh dao hoac chinh sach.

Quy trinh va k§ thuat kiém chang
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Bwéc 1: Kiém tra nguon gbc va thim quyeén

Kiém tra t&n mién, Web: Trang web phai cé thong tin rd rang vé tb chuec,
co quan chu quan (co thé tra ciu qua B TT-TT). Uu tién céac trang ¢6 dudi
.gov.vn, .org (chinh phu, t6 chtc phi lgi nhuan) va st dung giao thicc HTTPS.

Kiém tra mang x& hoi: Xem tai khoan c6 dugc xac minh, c6 lich si rd
rang, c6 xuat hién bai viét chinh thic tir co quan nha nudc khdng. Canh gic cao
Vai cac trang tieng Viét nhung tén mién, may cha ¢ nudc ngoai.

Buéc 2: Doi chiéu voi ngudn chinh théng (Van ban va dir kién)

Truy tim van ban géc: Vi tin li€n quan chinh sach, luat phap, du én, can
tra ctru tryc tiép trén Cong thong tin ctia Chinh phu, website cia bo, nganh (vi
du: chinhphu.vn).

Yéu cau chi tiét din chimg: Néu ndi dung dé cap "quyét dinh", "vin ban",
"cong van" phai yéu cau sb hiéu vin ban, ngdy ban hanh, co quan ban hanh. Néu
thong tin mo h, coi 13 ddu hiéu nghi ngo.

Buwéc 3: Phan tich dix kién, thoi gian va bdi canh

Kiém tra tinh nhat quan: Ngay thang, dia diém, ndi dung c6 khap véi thuc
té va c6 mau thuin logic khdng? Canh giac véi céc tin tirc cii dugc ding lai.

Kiém tra dong co: Pat cau hoi: "Muc dich cua ndi dung nay 1a gi?" (Tich
cuc hay tiéu cyc? Dya trén su that hay quan diém ca nhan?).

Buwéc 4: Boi chiéu chéo va str dung cong cu

Cross-checking: Khong tin vao méot ngudn; phai tim it nhat 2-3 ngudn
doc lap xac nhan. Uu tién tim kiém trén cac bao chi chinh thong va kénh truyen
thong duoc cap phép.

Kiém ching da phuong tién: Sir dung céng cu tim kiém nguoc anh
(Google Images, TinEye) dé kiém tra bdi canh goc cua hinh anh/video, phét hién
cat ghép.

Kénh phan hoi: Sir dung céc kénh ctia co quan Nha nudc dé tra ciu hoac
phan hdi tin gia:

Trung tam xa ly tin gia Viét Nam (VAFC): Tra ctu tin gia tai
tingia.gov.vn hoac Hotline 18008108.

Hé thdng tiép nhan xu Iy tin gia ¢ cap dia phuong (néu co).
Bién phap quan ly va phan trng cta nha nudc

Pé kiém soat tin gia lién quan dén chinh quyén, can ap dung cac bién
phép tir goc do quan ly:
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Phan g nhanh va c6ng khai: Co quan c6 thim quyén phai ting cuong
cong b thong tin chinh thirc kip thoi va phan bac tin gia rd rang dé "dap tat tin
ddn" va tranh "khodng tréng thong tin" bi ddi tuong xau loi dung.

Xay dung kénh tiép nhan phan anh: Thiét 1ap kénh tiép nhan va xir Iy tin
gia, sai léch ¢ cap dia phuong dé xir 1y thong tin x4u, doc.

Phd cap gido duc tuyén truyén: Tang cudng gido duc tuyén truyén cho
ngudi dan vé k¥ ning kiém ching, khong tin va lan truyén tin chua xac thuec.

Tinh huong

Trén mdt nhom mang xa hdi 1on, nguoi dan dang chia sé ram ro hinh anh
mét vin ban dugc cho 1a cia UBND tinh vé viéc "Tam dung chi tra trg cép cho
ngudi co cong tir thang sau" dé chuyén sang hinh thirc méi. Van ban nay cé hinh
con dau va chit ky ldnh dao nhung khong c6 s6 hiéu rd rang, font chit trinh bay
khong dong nhat va duong link din kém theo c6 dudi la .xyz thay vi .gov.vn.

Cau hoi thiao luan

- Dya vao cac dau hiéu nhan dién tin gid da hoc, hay chi ra cac diém nghi
van trong tinh hudng trén.

- Pé x4c thuc thong tin nay mét cach chinh théng va nhanh nhéat, hoc vién
nén str dung céng cu hoic trang web niao dugc nhic dén trong chuyén dé?.

- Phan tich hau qua cua viéc "chia sé" (share) thong tin nay 1én nhém Zalo
ctia don vi ddi vai trat tu x4 hoi va trach nhiém phap 1y ¢4 nhan.

l1l. QUAN LY DU LIEU, THONG TIN VA NOI DUNG SO

1. Khai niém va muc tiéu cia quan ly dir li€u

1.1. Quan ly dir liéu la gi?

L& qua trinh to chirc,thu thap, luu trit, bao vé, khai thac va duy tri sir dung
dr li€u trong mdt doanh nghiép, td chirc, nham dam bao dit liéu co6 diéu kién phu
hop dé hd tro cac hoat dong kinh doanh, phuc vu quan Iy Nha nudc, van hanh hé
thdng va ra quyét dinh.

1.2. Muc tiéu caa quan ly dir liu

- Nang cao chdt lirong va tinh todn ven cia di liéu

Chinh x4c va nhat quan: Thuc hién 1am sach dit liéu (xda tring lap, sta
15i, chuan hoa) dé dam bao dit liéu ludn chinh xac, day du va nhat quan, khong
bi mau thuan giira cac hé thong.
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Tinh toan ven: Bam bao tinh toan ven va khong bi thay doi trai phép cua
dir liéu trong sudt vong doi, tir khi thu thap, xi 1y, Ivu trit dén khi chia sé.

- T6i wu héa kha nang sir dung va khai thac

Té chirc va truy cap hiéu qua: Luu trit dit liéu c6 hé théng, phan loai va
phan quyén rd rang dé ngudi ding c6 quyén c6 thé dé dang tim kiém, truy cap
va st dung dir liéu kip thoi.

Tich hop va kha nang twong tac: Hoi nhap va hop nhat di liéu tir nhiéu
ngudn khac nhau dé tao ra mot céi nhin thong nhat, hd trg viéc phan tich chuyén
sAu va chia sé di liéu lién mach gitra cac hé thong.

H& tro ra quyét dinh chién luoc: Cung cap dit liéu chat luong cao dé phuc
vu cho phan tich, bdo cdo, du bao, gitip ban linh dao dua ra cac quyét dinh
chinh xac, kip thoi va xay dyng chién lugc kinh doanh hiéu qua.

Tang hiéu qua van hanh va tinh linh hoat: Giam chi phi van hanh bang
cach loai bo cac 18i do dir liéu ban va ting kha ning mo rong cua hé thong dir
lieu, d& dang dap (rng su phat trién va bién dong caa khéi luong dit liéu.

- Dam bao an toan, bao mat

Bao vé dit lieu: Ap dung cac bién phap kiém soét truy cip, ma hoa, sao luu va
phuc hoi dé bao vé dir liéu khoi bi truy cap tréi phép, ro ri, danh cap hoac mat mat.

Tuan thu phéap 1y va dao diac: BPam bao dir li¢u, dic biét 1a dir liéu c4 nhan
nhay cam, duoc thu thap, luu trir va st dung tuan thi nghiém ngat cac luat va
quy dinh lién quan (vi du: cac quy dinh vé quyén riéng tu), dong thoi st dung dir
liéu mot cach co dao duec.

Minh bach va kha nang kiém toan Ghi lai lich st dit liéu dinh nghia rd
rang v& quyén han, trach nhiém quan 1y dir liéu, gitp to chic d& dang truy xuat
ngudn gdc, kiém toan, gidm sat va dap tng cac yéu cau phap 1y.

2. Quy trinh quéan ly dir li¢u

2.1. Céch thu thap va lam sach dir li¢u

* Céach thu thap dir liéu

Buwdc 1: Xac dinh muc dich va phan loai dir liéu

Can x4c dinh rd dir liéu nao can thu, dinh dang la gi, si€u dir liéu
(metadata) ra sao va ai 13 nguoi c6 quyén truy cip. Dic biét, viéc phan loai dit
liéu theo mirc do nhay cam la cuc ky quan trong vi nd quyét dinh céch thuc thu
thap va bao v¢ sau nay. Dir li¢u thuong dugc chia thanh:

+ Dit liéu cong khai: C6 thé truy cip rong rai.



40
+ Di liu riéng tu, nd1 bd: Chi dung trong td chirc, can bao mat hon.

+ Dir li¢u bi mat, Tuyét mat: Yéu cau bao vé nghiém ngdt (nhu dir liu y
te, tai chinh).

Bwde 2: Xac dinh va lua chon nguén dir liéu

Can x4c dinh dir li¢u sé dugc lay tir dau. Theo cac nguon tai li€u, co hai
loai nguon chinh:

- Ngudn so cap: Thu thap truc tiép tir goc nhu qua khio sat, biéu miu
nhap liéu (form), hé théng cam bién, hodc nhat ky hé thong (log).

- Ngudn thir cap: Dir liéu da duoc bén khac xtr 1y hodc tong hop nhu cac
bao cao théng ké, dir li€u tir bén thir ba (Website, chatbot, email...).

Buwdée 3: Thuc hién thu thap dir li¢u tho

bay 1a giai doan trién khai viéc léy dir liéu tur cac ngué)n da xac dinh.
Trong moi trudong hién dai, qua trinh nay co thé duoc tich hop truc tiép

- Moi dit liéu mdi tir cac diém cham (chatbot, telesale, website) nén dugc
dua vao hé thong theo quy trinh chuan.

- Panh gia so bd ngay lac thu thap dé hiéu hién trang dit liéu (thiéu gi, sai
& dau) nham chuan bi cho cic budc xir 1y sau ny.

Buéc 4: Luu gilt va bao ton dir liéu gbe

Sau khi thu thap, viéc luu gitt nguyén ban gdc 1 bude bat budc.

- Ghi lai lich str: Can ghi cht 13 ai thu thap, vao thoi gian ndo va cé thay
d6i gi khong.

- Muyc dich: Piéu nay dam bao kha ning kiém tra, truy xuat ngudn goc va
tinh minh bach, dac biét quan trong khi dir liéu dugc dung dé dua ra céc quyét
dinh 16n hodc khi ¢6 su cb nhay cam.

Buéc 5: Kiém tra va danh gia so bo sau thu thap

Sau khi dir liéu da vé hé thong, can danh gia mic 4o day du va tinh hop 18
trude khi chuyén sang cic budc 1am sach chuyén sau. Viéc nay bao gdm phat
hién cac 16i dinh dang ho#c cac ban ghi bi tréng hoan toan dé ge"m nhan muac do
uu tién xu ly.

* Cach lam sach dir li¢u

Buwde 1: Thu thip va danh gia so bo

Trudc khi lam sach, nguoi dung can hi€u hién trang cua dir li¢u
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- X4c dinh ngudn: Dit liéu dén tir dau (CRM, POS, website, biéu mau...).

- Panh gia chat lugng: Kiém tra xem dit liéu co bi thiéu, trung 1ap, sai
dinh dang hay chura céac gid tri bt thuong khong.

- Phan loai mirc dd wu tién: Uu tién xtt 1y cac dit liéu quan trong nhu
thong tin khach hang hoac tai chinh.

Buwérc 2: Loai bd dir li€u trung 1ap va khong lién quan
Pay 1a budc quan trong dé tranh lam sai 1éch két qua phan tich.

- X6a ban ghi trung: Str dung thuat toan so sanh (email, s6 dién thoai, ma
ID) hodc cong cu nhu Excel, SQL dé loai bo cac dong 1ap lai.

- Loai bd quan sat khong lién quan: Xo6a cac dir li¢u khong phuc vu muc
tiéu nghién ctru (vi du: dang phan tich khach hang tré nhung tap dir li¢u lai chira
ca ngudi 16n tudi).

Budre 3: Sua 161 cu truc va chuan hoa dinh dang

- Chuan héa vin ban: Théng nhat viét hoa, viét thuong, sira 16i chinh ta.

- Pong nhéat quy wéc: Vi du, thong nhét tén tinh thanh ("TP.HCM" thay vi
dung 1an 16n "HCM", "H6 Chi Minh"),.

+ Dinh dang lai: Pua ngay thang vé chuan chung (nhu YYYY-MM-DD),
chuan hoa don vi do luong va dinh dang s6 dién thoai.

Buéc 4: Xt Iy dir liéu bi thiéu
Nguoi dung khong thé b qua cac 6 tréng vi nhiéu thudt toan s& khong
chap nhan gia tri null. Cac phuong phap xtr 1y gém:

- Loai bo: X6a cac dong thiéu qua nhiéu thong tin (néu khong anh hudng
dén kich thudc mau).

- Dién gia tri: Str dung gia tri trung binh, trung vi hoic dung AL md hinh
du doan dé udc luong gia trj thiéu.

- Phan loai lai: Ghi cht hodc gan nhan "khong xac dinh" cho cac phan
bi thiéu.

Buéc 5: Loc gia tri ngoai lai (1a nhitng dit liéu bat thudng)

- Str dung thong ké: Dung IQR hoidc Z-score dé phat hién cac gia tri nay.

- Xir 1y: Néu d6 13 16i nhap liéu (vi du: tudi 1a 200), hiy xda bo; néu la
hién twong thuc té, can can nhic k¥ trude khi quyét dinh loai hay giit dé tranh
lam sai 1€ch mo hinh.
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Buée 6: M3 hoa va kiém tra logic

- M4 hoa lai: Chuyén doi dit liéu sang dang ma may tinh dé xu 1y, nhu
gan sb cho cac gia tri phan loai hodc chuyén thanh bién nhi phan.

- Kiém tra tinh hop Iy: Pam bao dit liéu khong sai logic thuc t& (vi du: ngay
sinh khong thé 16n hon ngay hién tai, hodc s6 lugng don hang khong thé 1a s6 am).

Budre 7: Xac thuc va kiém dinh

Sau khi xtr ly, ban can kiém tra lai toan bd theo 7 tiéu chi: Chinh xAc,
chuan xac, day du, nhat quan, déng nhat, minh bach va kip thoi.

- Ty dit cau hoi: "Dir liéu c6 ¥ nghia khong?", "N6 ¢6 tuan theo quy tic
cua truong dir li¢u khong?".

- Luu trit dir liéu sach mot cach bao mat va phan quyén truy cap pht hop
* Quy trinh huy, xo4a dir li€u an toan
Buwdée 1: Khao sat va phan loai dir liéu

Pay 1a budc nén tang dé xac dinh phuong phap phu hop, tranh lang phi
nguodn lyc hodc hity nham dit liéu quan trong. Kiém tra chinh sach va gia tri dir
liu: Xac dinh xem dir liéu da hét gia tri phap 1y hay gia tri sit dung chua, dong
thoi kiém tra cac cam két xoa dir liéu voi khach hang.

Phan loai theo mirc 0 nhay cam:

- Dit liéu cong khai: Khong can quy trinh phtc tap.

- Dit liéu ndi bd, ca nhan: Can huy bang phuong phap x6a sach.

- Dit liéu t6i mat, Bi mat: Bat budc dung phuong phap tay sach (Purge)
hodc ti€u huy vat 1y (Destroy).

Xéc dinh loai thiét bi luu trit: Can phan biét giita 6 cung tir (HDD) va 6
ctng thé ran (SSD). Vi du: SSD khong thé str dung phuong phap khir tir vi dir
liéu duoc luu trix trén chip flash, khong phai bang tir tinh.

Buéc 2: Lap ké hoach va thiét 1ap moi trudng

Pam bao tinh minh bach va an toan trong subt qua trinh chuan bi.

- Thanh 1ap d6i ngii: Can c6 ngudi thuc hién va ngudi giam sat riéng biét
dé dam bao tinh khach quan.

- Luwa chon cong cu: St dung cac phﬁn mém dat chuin (nhu Blancco,
BitRaser) hodc thiét bi phan ctng chuyén dung nhu may huay (Shredder), may
khtr tir (Degausser).
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- Kiém soat an ninh: Thiét bi chd huy phai dugc luu trong ta khoéa hoic
phong c6 camera giam sat (CCTV) 24/7 dé tranh bi ldy cap hoic trao doi.
Buwdce 3: Thyc hién tiéu huy theo ti€u chuin
Tuy vao nhu cu va dich dén cua thiét bi (tai st dung hay bo di), nguoi
ding ap dung cac cap do theo tiéu chuan NIST SP 800-88:

- Cap d6 1 - Clear (X6a sach): Ghi d¢ 1én toan bo 6 dia bang cac ky tu ngau
nhién hoic s6 0. Phuong phap niy cho phép thiét b c6 thé tai str dung trong ndi bo.

- Cap d06 2 - Purge (Tay sach): Sir dung céac 1énh phan cung (nhu Secure
Erase trén SSD) hodc khir tr manh dé loai bo dir liéu & mue do géc ré. Phuong
phap nay khién cac cong cu khoi phuc trong phong thi nghiém ciing khong thé
doc duogc, phu hop cho thiét bi thanh 1y ra bén ngoai.

- Cap do 3 - Destroy (Tiéu huy vat 1y): Nghién, cit vun 6 ctng thanh manh
nho (thuong < 2mm cho dit liéu toi mat) hodc ddt chay. Pay 13 lya chon ti wu khi
thiét bj da hdéng hodc chura dit liéu cuc ky quan trong khong thé dé ro ri.

Buwéc 4: Xac minh va kiém ching

Budc nay nham dam bao quy trinh tiéu hity da thanh cong 100%.

- X4c minh k¥ thuat: Sir dung phin mém doc 1ap quét lai 6 dia sau khi
x6a; néu két qua 1a "Empty" hoic "Random Data" thi dat yéu cau.

- X4c minh miu : Véi sd luong 16n, chon ngau nhién 5-10% thiét bi dé
kiém tra chuyén sau.

- Chung nhan: Néu thué dich vu ngoai (nhu HTI Services hay DataSpan),
ho phai cung cap Chtng nhén tiéu huy dir liéu (Certificate of Destruction - CoD)
kém ma s seri cta ting thiét bi.

Burc 5: Hoan thién hd so va bdo cao

Luu trit bang chimg phuc vu kiém toan hodc giai trinh phap 1y.

- Ho so bao gdm: Thong tin chi tiét thiét bi (loai, sd Serial), phuong phap
thuc hién (vi dy: ghi d& 3 1an), nhin sy tham gia va bang ching hinh anh (anh
chup thiét bi da bi nghién nat hoac bao cao "Success" tur phﬁn mém).

+ Cach xoa dir li€u trén dién thoai di dong

Mo tng dung "Anh" (hodc "Thu vién"). Ludt xem anh va video. Nhan gitr
vao blrc anh/video ban mudn xdéa. Ban c6 thé chon nhiéu anh/video cung luc.
Bam vao biéu tuong "Thung rac" (hodc "Xéa"). Xac nhan xoa.
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Luu y: Anh/video thuong s& chuyén vao "Thung rac" hoic "Di xda gin
day" trong 30 ngay trude khi bi x6a vinh vién. Ban nén vao d6 x6a han dé giai
phong dung luong ngay 1ap tic.

- X6a tai liéu khong can thiét:

Mo tmg dung "Tép cua t6i" (hodc "Quan 1y tép"). Tim dén céc file khong
can thiét (vi du: file cai dat APK d3 dung xong, tai liéu cii khong con gia trj).
Nhan giit vao file muén xo6a, réi bAm biéu twong "Thing rac" (hodc "Xoéa"). Xac
nhan xoa.

- G& bo tmg dung khong ding dén: Vao "Cai dat" trén dién thoai. Chon "Ung
dung" (hodc "Quan ly trng dung" / "Apps"). Ludt xem danh sach g dung.

Chon trng dung ban mubn g0 bo, roi bAm "G& cai dat" (hodc "Uninstall").
Xac nhan go cai dat.

2.2. T6 chire va lwu trir dir liéu

* Céch t0 chirc dit liéu

Buwéc 1: Lya chon phuong phép to chic dit liéu phu hop

- Sir dung co sé dit liéu (CSDL): Pay 1a phuong phap phd bién va tbi uu
nht hién nay. Dir liéu duoc t6 chic theo md hinh quan hé, cho phép cac bang lién
két v&i nhau, gitp kiém soat su tring lip, ddm bao tinh nhit quan va ning cao chat
luong dir liéu thong qua cac co ché sang loc cua H¢ quan tri co s¢ dit ligu.

- Sur dung bang dit 1i¢u: Phu hop véi dir 1iéu nho, it nguodi dung va xir 1y
don gian (vi du: dung MS Excel). Tuy nhién, phuong phap niy dé gay sai sot
khi dit liéu 10n (1én t&i 88% bang tinh c6 16i) va kho lién két gitra cac tép,.

- Sir dung tap tin: Phuong phap truyén thong nay gip nhiéu bat cap nhu
thira dir liéu, thiéu nhat quan va khé khan trong viéc tiép can hay bao mat.

Buérc 2: Thiét 1ap ciu trac luu trit khoa hoc

- Cau tric thu muc: Nén phan loai thu muyc theo nhom, cha dé, dy an,
phong ban hoac nam,.

- Phéan cip hop 1y: Chia dit liéu thanh cac thu muc 1én (nhu Documents,
Pictures, Work) va cc thu muc con chi tiét hon. Tuy nhién, khong nén chia qua
sdu, gioi han tir 3-4 cap thu muc 13 phu hop dé tranh phirc tap.

- Phan loai theo tinh chat: Can tach biét dit liéu dua trén do nhay cam
(cong khai, noi bo, bi mat) va dinh dang (cé cau trac hodc phi ciu trac nhu anh,
video, log) dé co6 cach bao mat va luu trit riéng biét.
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Budce 3: Quy tac dat tén tép va thu muc
- Ngin gon va md ta: Tén phai phan anh rd ndi dung bén trong.

- Dinh dang chuan: Khong dung ky tu dic biét, ddu tiéng Viét hay khoang
trang; st dung dau gach duéi () hodc gach ngang (-) dé ngin cach.

- Théng tin bat budc trong tén tép: Nén bao gém ngay thang (dinh dang
YYYY-MM-DD hoic YYYYMMDD), mi du an, ndi dung va sb phién ban (vi
du: v01, v02, final).

- Tinh duy nhit: Pam bao tén file 1a duy nhat trong thu muc dé tranh viéc
ghi dé hodc nham 1an dir liéu.

Buwdc 4: Quan ly ndi dung va Metadata (Si€u dir li¢u)
Pé dir liéu o gia tri st dung lau dai va chi tiét, can cht trong:

- Quan 1y Metadata: Ghi chu rd ngudn gdc, thoi gian tao, ngudi nhap lidu
va dinh nghia cic bién/don vi do luong trong mdi tép dit liéu dé nguoi khac ¢o
thé hiéu va st dung lai,.

- Chuén héa dir liéu: Théng nhat dinh dang ngay thang, don vi tinh, ma sb
va tén goi trong toan bo t6 chirc dé tranh sai sot khi hop nhat hodc phan tich.

Buwéc 5: Chinh sach bao mat va duy tri hé théng

Mot hé thong t6 chirc dit liéu day du khdng thé thiéu cac bién phap bao vé:

- Phan quyén truy cip: Thiét 14p quyén han dua trén vai tro, chi cho phép
dung ngudi tiép can dung dir liéu vao dung thoi diém.

- Sao luu (Backup): Thuc hién sao luu dinh ky va c6 ké hoach phuc hoi
sau su cO dé giam thiéu rii ro mat mat dir liéu.

- Quy trinh quan Iy: Lap quy dinh rd rang vé viéc thu thap, chia sé va x6a
dir liéu, dong thoi kiém tra chat lugng dinh ky.

- Dao tao nhan sy: Nang cao nhan thuc cua nhan vién vé cac quy chuan
nhap li¢u va luu trir d€ toan bo to6 chirc van hanh dong bd.

* Cach luu trr dur liéu

- Phan loai dix liéu can vu tién luu trit

Trude khi bat dau, chung ta can xac dinh nhirng gi thuc sy quan trong dé
tranh 1ang phi khong gian luu trit

+ Dir li€u ca nhan: Hinh anh, video gia dinh, tai li¢u c4 nhan can duoc luvu
trir thuong xuyén vi néu mat di s& khong thé khoi phuc lai.
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+ Dir liéu cong viée: Cac hop dong, bién ban, chimg tir quan trong can luu
trir k§ dé 1am bang ching hodc xem lai khi can.

+ Heé diéu hanh va phin mém: Sao luu toan bo hé thdng gitip tiét kiém
thoi gian cai dit lai khi may tinh gip su cb.

- Cac phuong thire Iuu trit phd bién

- Luu trit vat Iy (Offline): Py 1a cach lvu trir dit liéu truc tiép vao cac
thiét bi phan cimng.

+0 cung SSD: Co tdc d6 doc ghi rit cao, bén bi, chéng va dap tdt, phu
hop dé chay hé diéu hanh va phan mém.

+ O cting HDD: Gia thanh ré trén mdi GB, dung lugng 16n, phu hop dé
lwru trir "kho dit liéu" khong 16 nhu video, anh hodc 1am ban sao luu lau dai.

+ USB va thé nhd: Nho gon, dé di chuyén dir liéu gitta cic mdy tinh,
nhung dung lugng thudng thip va tudi tho c6 han néu x6a, ghi qua nhiéu.

- Luu trir ddm may (Online/Cloud Storage)

Dir liéu dugc luu trén may chu tir xa, cho phép ban truy cap tir bat ky thiét
bi nao c6 Internet,. Cac dich vu phé) bién bao gém:

+ Google Drive: Mién phi 15GB, tich hop tét véi hé sinh thai Google
(Gmail, Docs).

+ OneDrive: Mién phi 5GB, tich hop sau vao Windows va bo Office (Word, Excel).

+ iCloud: Mién phi 5GB, danh riéng va t6i wu nhat cho ngudi dung hé
sinh thai Apple (iPhone, Mac).

+ Dropbox: Mién phi 2GB, n6i bat vdi kha niang dong bo hoa cuc nhanh
va on dinh.

+ Zalo Cloud: Tién loi cho nguoi dung Viét Nam dé luu trit file trong cac
hoi thoai chat ma khong chiém bo nhé may.

- Cach luu trir an toan va hiéu qua

Khéng c6 mot phuong phap nao 14 hoan hao 100%, vi viy cach tot nhat 13
két hop nhiéu phuong thic:

+ Nguyén tic két hop: Nén st dung song song ban sao lwu Online (P4m
may) va Offline (O cung rdi). Vi du: Dung SSD dé lam viéc hang ngay, HDD dé
I triv dir liéu 16n va Cloud dé ddng bo céc file quan trong can truy cip moi noi.
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+ Ut tién ty dong hoa: Tranh viéc sao luu thu cong bang tay vi dé quén
va ton thoi gian. Hay str dung cac tinh ning sao luu ty dong (nhu file history
trén Windows, Time Machine trén Mac hoac tinh nang ty dong déng b0 cua
Google Drive/OneDrive).

+ Duy tri nhiéu ban sao: Viéc luu trit thuong xuyén va cé nhiéu ban sao
s& gitp giam thiéu tdi da rai ro mat tring di liéu khi mot thiét bi bi hong.

* Cach thuc luu trix dit liéu trén dam may

Bwdc 1: Tao tai khoan: Truy cap vao Google, vao dia chi Drive.google.com hoac

vao nut Iénh cac timg dung ctia Google trong tai khoan Gmail, chon tng dung Drive

Buéc 2: Nhap tén dang nhap va mat khau gmail da dang ky

drive.google.com/drive/folders/1UIUm4ML5TnFedZ 1kGOIv-PTuaCoACRL ]
C i I d foll UIUm4AML5TnFe9Z 1kGO9Iv-PTuaCoACRLR K704 ) 3
L Drive Q,  Search in Drive 3= @ & =
+  New My Drive > CBS ~ (v=| 8 ) 0
@ Home ‘ Type ~ H People ~ H Modified -
v My Drive
& myorive Name T Owner Last mo.. ¥ File size i
»[@ Computers

BB Chuyen doi so Tan Uyen 88 me 3:43PM - H ‘
2% Shared with me
© Recent
¥r Starred
@ Spam
T Trash
& Storage
5.37 GB of 15 GB used
|  Get more storage :‘

»  Cac tinh nang co ban trong Google Drive
- New Folder (Tao thu muc mdi): tao thu muc dé phan loai dir liu khi tai 1én

- File Upload (Tai t&p 1€n): Chi upload tap tin, tuy nhi€n sau nay s€ kho
khin trong qué trinh tim kiém va quan 1y file.

- Folder Upload (T4i thu muc 1én): Drive s& tai 1én thu muc c6 sin trong
may tinh Sau khi tai 1én, Drive s& chira mot thu myc diy du cac tap tin gibng
trong may tinh.
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> — & drive.google.com/Jdrive/folders/1UIUMAMLESTNFe9Z 1TkGO9v-PTuaCoACRLR
o Drive Q. Search in Drive
= MNew folder AltsC then F “ive > cPbhs -
= oa Alt+C th u ]
(FLE LD = Hhen - [ People — ] [ Modified - ]
e Folder upload Alt+C then |
“™
=5 Google Docs »
Google Sheets » Chuyen doi so Tan Uyen
= Google Slides »
= Google Forms »
More »
@ sSpam
T Trash
<y Storage
5.37 GB of 15 GB used
( Get more storage >

> Tao thu muc moi
Nhap chon New (M&i) => Chon New Folder (Thu Muc)

Nhép tén thu muc muén dit va chon Create

@icoccoc @ cachphanbieti | ffy Cachnhandign | @& cacchucnangc | [B] Cachsirdung G- & CPS-Gooc X G Google Drive:®: | G Gmail | + @ « - x
¢« > C # drivegooglecom/drive/folders/1U9Um4MLSTnFe9Z1kGOI-PTuaCoACRLR e e ® D gL =

New folder

intitied folde

B 20+ FOBO

Cancel Create

> Tai thu muc, tap tin tir may tinh 1én Google Drive
- Tai thu muc:

+ Budc 1: Nhap chon New (Méi) => Folder upload

+ Bué6c 2: Tim dén thu muc can tai 1én => chon tai 1én

- Tai tép tin:

+ Budc 1: Nhap chon New (Méi) => File upload

+ Budc 2: Tim dén thu muc chira tép tin => chon tép can tai 1én => chon
tai 1én.
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3 MNew folder Alt+C then F
[ File upload AltsC then U
8 Folder upload Alt+C then |
B Google Docs 3
Google Sheets 3

Google Slides 3
B Google Forms »

More [

* Cach Iuu trir hinh anh, video trén dién thoai

Buwéc 1: Cach tao Album/Thu muyc trong Thu vién anh. M¢ ng dung
“Anh" hodc “Thu vién”. Chon biéu tuong "Album" hoac "Thu muc ". Bim "Tao
Album méi" hodc “Thu muc méi” sau d6 4n “Tao”.

os8:14 -l = €32
< Album Tao .-
Album Mmdi

—
Al
o Thu muc mdi =

-4

BeautyPlus

Snapseed
13

CapCut

i

-

6‘,9‘&}5} 1

Buwéc 2: Dt tén cho Album (vi du: "Anh Gia dinh 2024", "Anh Du lich
Pa Lat"). Chon nhitng birc anh ban mudn di chuyén vao Album do.
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08:15 il =

Hay Album mdi Tao

Thém anh

Anh Gia Pinh 2025

- / ( ) d @
Ha= ? ! &)
ABC (] Nhap
@ Q

Buée 3: Sau khi di tao dugc Album ching ta nhip vao nat Thém anh sau
do chon anh va nhép vao nut “Thém” anh cua ban sau do sé duoc luu vao
Album.

* Cach luu trir tai li€u trén dién thoai

Buwée 1: Tai thu muc "T¢p cua t61" md tng dung "Tép " hodc “Quan ly
Tép”, chon "B nhd trong" hodc "Thé nhd SD" (néu o).

08240 il = &3
= =~
Gan day Chon (<
Tim kiém Queéet tai liéu s
Két NnSi v&i may cha ]
Tai lidu ducc
3 i Biéu tucng [=1=]
ol du’d’( ~ Danh sach =
Lam nha Tén
i
Loai
121 2QDtu
7Kl ~ Ngay ~
ﬁ AQPtYTUJU Kich c&
The

5. 58 TTr-S
o Tay chon Xem
5. 58_TTr-SNN_2...ned_O1 - Copy 2

5. 58 _TTr-SNN_2. signed_0O1 - Copy

google dich - Google Search

Buwéc 2: Bim biéu tuong dau ba chdm "..." hoic "Thém" dé quét tai liéu
can luu trir sau d6 chon thu muc luu trir va bam “Luu”. Chon thu muc dé luu tai
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lidu va an “Luu”. Ddt tén thu muc vi du: "Tai li€u quan trong", "Hoéa don",
"Giay to ca nhan".

R R R e s
L A R U R T TR R s (PR, S
: L

Buwéc 3: Dang nhap tai khoan Google: Tim va mé trng dung Google Drive
trén dién thoai. Tai dit liéu 1én: Chon biéu tuong diu (+) dé tai tép, thu muc
hodc anh/video ban mudn lwu trit. Chon thu muc trén Google Drive dé luu trix
sau d6 cho qua trinh hoan tat.

Tai tép 1&en

o

Quét tai liéu

Chup anh

Tao thu muc

Google Tai liéu

000

Google Trang tinh

Google Trang trinh bay

* Tim kiém thong tin d& luu
Tim kiém thong tin trén dién thoai that don gian!

Céch 1: Str dung thanh tim kiém trong (ng dung
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Trong tng dung "Anh" (hodc "Thu vién"): Thuong c6 biéu tuong kinh 1ap
& goc trén. Ban c6 thé gd tén Album, hoic tham chi 1 tir khda mé ta anh (vi du:

"hoa", "bién" - néu anh ¢ nhan dién théng minh).

Trong tng dung "Tép cua t6i" (hoic "Quan ly tép"): Tuong tu, c6 biéu
tugng kinh 1Gp. Ban g tén file hoic tén thu muc ban muén tim.

C4ch 2: Sir dung thanh tim kiém tong thé cua dién thoai

Kéo tir trén man hinh xuéng (d6i véi Android) hoic vubt tir gitra man
hinh xubng (d6i v4i iPhone) dé hién thi thanh tim kiém.

GO tén anh, tén tai liéu, hoac tir khoa lién quan. Dién thoai s€ goi y cac
két qua tir khap cac ang dung.

3. Biao mat va tuan thua phap ly

3.1. Bao mat dir liéu

- C4c bién phap bao mat dir liéu thiét yéu

Quan 1y danh tinh va xac thuc thiét 1ap mat khau manh: Bét budc st dung
mat khau doc lap, phtrc tap va thuc hi¢n thay déi dinh ky.

Xac thuc da yéu to (MFA/2FA): Kich hoat MFA trén moi tai khoan nhay
cam, dac biét 1a cac dich vu ddm may, dé tang cuong 16p bao vé thir hai.

Quan 1y tai khoan: Khong sir dung chung tai khoan; thu hdi quyén truy
cap ngay 1ap ttrc khi nhan sy chuyén vi tri hodc chdm dit hop dong lao dong.
- Ma héa dir ligu
M3 hoéa dir liéu tinh: M3 hoéa dit liéu khi né duoc luu trit trén 6 cung hoac
may chu (vi du: sir dung chuin AES-256).

M3 hoéa dir liéu truyén tai: Bao vé dit liéu trong qua trinh truyén qua
mang (vi du: str dung giao thiac TLS 1.3).

Yéu cau: Dt liéu nhay cam phai dugc ma hoa ngay ca trudc khi dua 1én
cac dich vu ddm may cong cong.

- Kiém soat truy cap va phan quyén

Ap dung co ché phan quyén dé gidi han pham vi thao tac ciia ngudi dung.

Nguyén tic dic quyén tdi thiéu: Cap cho ngudi dung, hé thong cac quyén
t61 thiéu can thiét dé thuc hién cong viéc.

Kiém soat truy cap dua trén vai tro: Phan quyén truy cap dua trén vai trd
cong viéc va nhom ngudi dung, thay vi cip quyén cé nhan.
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- Sao luu va khéi phuc dit li¢u
DPam bdo tinh san sang va tinh toan ven cua dir li¢u.

Chién luogc sao lwu 3-2-1: Duy tri 3 ban sao dir li¢u, trén it nhét 2 loai
phuong tién luru trit khac nhau, va c6 it nhat 1 ban sao luu ngoai tuyén ngoai co so.

Kiém tra dinh ky: Thuc hién kiém tra kha nang khoi phyc dit liéu dinh ky
dé x4c minh tinh hiéu qua cta quy trinh sao luru.

- Trach nhiém an toan thong tin ca nhan

M3 hoa 6 cing: M4 hoa 6 ciig may tinh c4 nhan (vi du: BitLocker trén
Windows) dé bao vé dir liéu khi thiét bi bi mat hoic danh cap.

An toan duyét web: Sir dung trinh duyét tuan thu tiéu chuin bao mat, wu
tién cac tinh nang nhu xac thuc trang web, ché d6 an danh va chin quang cao
ma doc hai.

Khong cam thiét bi la: Tuyét ddi khong cim cac thiét bi luu trit ngoai vi
(USB) khong 13 ngudn gdc vao hé thong cong viéc.

3.2. Tuan tha phéap ly
- Luat An toan thong tin mang nam 2015
Quy dinh vé& nguyén tic bao vé thong tin ca nhin trén mang.

Piéu 17 (Nguyén tic bao vé thong tin c4 nhan trén mang): C4 nhan ty bao
vé thong tin c4 nhan ctia minh va tuan thi quy dinh cta phap luat. Co quan, t0
chtrc, cd nhan xtr Iy thong tin c& nhan co6 trach nhi€ém bao dam an toan thong tin
mang d6i v4i thong tin do minh xur 1y.

Piéu 18 (Thu thap va sir dung thong tin ca nhan): Phai thong bao cho chu
thé vé hinh thirc, pham vi, muc dich va thoi gian luu trir thong tin.

- Luat An ninh mang ndm 2018
Tap trung vao viéc bao vé dir liéu trén moi trudong khong gian mang.

Piéu 17: Quy dinh vé phong, chong hanh vi xAm pham quyén sé hitu tri
tu¢, hinh anh, dir li€u va thong tin c4 nhan trén khong gian mang.

biéu 26: Quy dinh vé viée luu trit dir liéu va dat chi nhanh hodc van
phong dai dién tai Viét Nam ddi véi cac doanh nghiép cung cép dich vu trén

mang vién thong, mang Internet.

- Nghi dinh 13/2023/ND-CP v& Bio v¢ dir liéu c4 nhan
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Pay 1a van ban phap 1y quan trong va chi tiét nhat hién nay, diéu chinh
truc tiép cac hoat dong lién quan dén dir liéu c4 nhan.
Diéu 3 (Giai thich tir ngir): Pinh nghia r6 vé dit liéu ca nhin co ban va dir
li€éu c& nhan nhay cam (nhu tinh trang sttc khée, quan h¢ chinh tri, dir li¢u di
truyén, vi tri...).

Diéu 8 (Quyén cua chu thé dir liéu): Quy dinh 11 quyén cua ca nhan déi
v6i dir liéu ctia minh, bao gdm: quyén duogc biét, quyén dong y, quyén truy cép,
quyén chinh stra, quyén x6a dir liéu va quyén phan doi xtr 1y dit liéu.

bicéu 9 (Nghia vu cta chu thé dir li¢u): C4 nhan c¢6 nghia vu ty bao v¢ dir
li€u ca nhan cua minh va ton trong dir li€u ctia nguoi khac.

Diéu 26, 27 & 28: Quy dinh vé hd so danh gia tac dong xir Iy dit liéu ca
nhan va chuyén dit liéu c4 nhan ra nudc ngoai.

4. Chia sé dir liéu an toan

- Nguyén tic trude khi chia sé dit liéu

Ti thiéu héa dix liéu: Chi chia sé phﬁn dit liéu thue sy can thiét cho cong
viéc, khong sao chép hodc luu trir thém khi khong can.

Pung muc dich va thAm quyén: Chi khai thac dit liéu dya trén nhu cau
cong viéc thuc té va chi chia sé khi duoc phép, c6 muc dich rod rang.

Kiém soat quyén truy cap: Xac dinh rd ngudi nhin va gan quyén tuong
rmg (chi xem, binh luin, hoic chinh sira) thay vi cho phép toan quyén.

- Cac phuong phap va cong cu chia sé an toan nhat

+ P4i v6i nhu cau nhanh chong, an danh va mién phi

Wormhole: Cho phép chia sé tap tin 1én dén 10GB véi tinh ning ma hoa
dau cudi (End-to-End). Nguoi nhan cé thé tai ngay khi nguoi giri dang tai 1én,
gitip tiét kiém thoi gian. Lién két tu dong hét han sau 24 gio.

OnionShare: Mot cong cy ma ngudn md st dung mang Tor dé dam bao
tinh riéng tu va an danh tuyét d6i. Dit liéu duoc chuyén truc tiép giita hai may
tinh (ngang hang) ma khong qua may chu trung gian.

+ Ddi vé6i tap tin quan trong, mat khau hodc vin ban nhay cam

Bitwarden Send: M6t tinh ning cua trinh quan 1y mat khau Bitwarden,
cho phép chia sé thong tin vin ban, mat khau hodc tai liéu quan trong. Ban cd
thé dit mat khiau bao vé, hen gid x6a va gidi han sb luot truy cap.
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LastPass: H) tro chia sé thong tin ding nhip qua email ma ngudi nhan
khong can biét mat khau géc cua ban.

+ Dbi voi luu trir ddm may va 1am viéc nhom

Mega: Mot trong nhitng dich vy an toan nhat véi ma hoa dau cudi. Ban c6
thé chia sé qua ma QR dé chi nhitng ngudi cu thé méi nhan duge lién két.

pCloud: Phu hgp cho céc tap tin 16n vi khong gid1 han kich thude tai Ién
va hd tro nhiéu nén tang (Windows, macOS, 10S, Android).

Tresorit & DocSend: Tresorit cung cip bao mat tiéu chuan Thuy Si, trong
khi DocSend cho phép xac minh danh tinh ngud1 nhdn qua email va cap nhéat
phién ban m&i ngay cé sau khi da guri.

- Quy trinh thyc hién chia sé an toan

+ Chuan bi dir liéu: M3 hoéa tap tin béng méat khiu manh (str dung chuin
AES-128 hoac AES-256) trudc khi guri.

+ Chon kénh truyén: Sir dung cac kénh an toan nhu VPN, email mi hoa
hoac cac hé théng chia sé ndi bo cua co quan. Tuy¢t doi khong str dung Wi-Fi
cong cong dé xu 1y dit lidu.

+ Thiét 1ap rao can: Khi gui link, hdy luon dat mat khau, thoi han truy cap
(vi du: hét han sau 24h) va gidi han quyén tai xudng.

+ Giri mat khau riéng biét: Ban c6 thé giri tap tin qua email, nhung hiy
giri mat khau giai ma qua mot kénh khac (vi du: tin nhan ty x6a nhu Snapchat)
dé tang cuong bao mat.

+ Ghi chép va theo doi: Luu lai nhat ky chia sé (a1 gui, ai nhan, lic nao)
va chi dong g& bo cac lién két chia sé khi khong con sir dung.

- Céc rai ro can tranh

Khong chia sé qua ung dung cd nhan: Tranh st dung Zalo cd nhan,
Facebook dé chuyén dit liéu cong viéc quan trong.

Can than v&i Phishing: Ludn kiém tra k§ dé tranh cac cudc tin cong lira
dao nham 1dy mat khau tai khoan cloud.

Khong dung link cong khai (Public link): Viéc mé lién két khong gi6i han
s& d& dan dén 16 lot thong tin ra ngoai.

Sao luu (Backup): Ludn ap dung mo hinh 3-2-1 (3 ban sao, 2 loai luu trit,
1 ban & noi khac) dé tranh mat mat dir liéu.

5. Phan tich dir liéu, hd tro ra quyét dinh
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- Khai niém va ban chat

Ra quyét dinh dua trén dir liéu (Data-driven decision making - DDDM) la
qua trinh sir dung céc dir kién, so liéu va két qua phan tich dé dwa ra cac quyét
dinh chién luoc kinh doanh hodc quan ly phd hop véi muc tiéu da dé ra. Day
khong chi la viéc chon cdng nghé phu hgp ma con la qué trinh khai thac gia tri
tir dit liéu bang cac phuong phap thong ké va tri tué nhan tao dé hd trg 1anh dao
ra quyét dinh kip thoi, chinh xac dya trén bang ching thay vi cam tinh.

- Tam quan trong va loi ich

+ Pua ra quyét dinh tu tin va khach quan: Dir liéu mang tinh logic, gidp
loai bo cac yéu té chu quan va ban ning, gitp nha lanh dao cam két hoan toan
vGi tam nhin chién luoc ma khéng qué lo lang vé rai ro.

Nang cao tinh cha dong: Thay vi chi phan ng lai cac su kién da xay ra,
phan tich dix liéu 16n gidp doanh nghiép xac dinh co hoi hoic phét hién méi
de doa (nhu thién tai, dich bénh, bat thuong tai chinh) truge khi ching tro nén
nghiém trong.

+ Tiét kiem chi phi: Theo khao sat, hon 49% t6 chiic nhan thay gié tri
thure té tir cac du an di liéu nham giam chi phi van hanh.

+ Tbi wu hoéa quan 1y Nha nuée: Giup chinh sach dwoc hoach dinh sat
thue té, tang tinh minh bach va hiéu qua phan bd ngan sach.

- Quy trinh 6 budc ra quyét dinh hiéu qua

Bwéc 1: Xac dinh muc tiéu kinh doanh: Hiéu rd vain dé can giai quyét va
cac chi sé hiéu suat chinh (KPI) can dat duoc.

Buéc 2: Khao sat va tim ngudn dir liéu: Lay y kién tir cc bo phan lién quan dé
xac dinh nguon di liéu wu tién (nhu CSDL quéc gia, b4o c&o ndi bo, mang xa hoi).

Bwéc 3: Thu thap va chuan bi dix liéu: Truy cap, 1am sach di liéu dé loai
bo tring lap va dam bao tinh tin cay. Nén uu tién nguon dir liéu c6 tac dong cao
nhung d6 phic tap thap dé bat dau.

Buéc 4: Xem va kham phé dir liéu: Sir dung cac thanh phan tryc quan
nhu biéu d6, ban dd dé hiéu cac xu hudng va ngoai 18,.

Bwéc 5: Phét trién thong tin chuyén sau: Sir dung tu duy phan bién dé dat
cau hoi va tim ra cac co hoi hoac rai ro théng qua cac mé hinh phén tich (mo ta,
chan doan, du bao, dé xuat).
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Bwéc 6: Hanh dong va chia sé thong tin: Trinh bay két qua qua cac bang
diéu khién (dashboard) dong dé lanh dao ra quyét dinh nhanh va chia sé¢ hiéu
biét d6 vé&i cong su.

- CoOng cu hd tro phan tich dir licu

+ C6ng cu phé thong: Microsoft Excel, Google Sheets.

+ Coéng cu truc quan hbéa nang cao: Power BI, Tableau, Google Data
Studio.

+ Cong cu Al va lap trinh: ChatGPT, Microsoft Copilot, ngon ngi Python
(pandas, scikit-learn).

- Yéu t6 then chdt dé thanh cong

+ XAy dung van hoéa dir liéu: Khuyén khich tu duy phan bién, sy sang tao
va coi viéc sir dung dix liéu 1a chuan muc hang ngay.

+ Pao tao nhan sy: Nang cao muac do théng thao dir liéu & tat ca cac cap
d6 cong viéc.

+ MO0 hinh tu phuc vu (Self-service): Cho phép moi ngudi truy cap di liéu
ho can nhung van dam bao tinh bao mat va quan tri.

Tinh huéng

Co quan can chuyén mot tap tin danh sach lwong va thong tin ca nhan (dir
liu nhay cam) cho don vi kiém toan bén ngoai. Mot can bo dé xuat giri nhanh
qua Zalo c& nhan hoic tai 1én mot trang luu trir ddm may mién phi khong yéu
cau mat khau dé déi tac tai vé cho tién.

Cau héi thao luan

- Theo Nghi dinh 13/2023/ND-CP, viéc ro ri dir liéu cd nhan nhay cam
trong tinh hudng nay c6 thé vi pham nhitng quyén gi cua chu thé di liéu?.

- bé dam bao an toan, hdy xay dung mot quy trinh chia sé an toan (st
dung c6ng cu mé hoa, dit mat khau, kénh truyén mat khau riéng biét) dya trén
huéng dan cua chuyén dé.

- Néu co quan cin thanh 1y cac may tinh cii da ting luu trir dir liéu nay,
ban s& chon cap d6 tiéu hay nao theo tiéu chuan NIST SP 800-88 (Clear, Purge
hay Destroy)? Tai sao?
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